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Abstract

Cybercrime has become a major worldwide issue that
impacts people, businesses, and governments in equal
measure. This review article looks at current problems with
digital financial fraud, misinformation, disinformation,
cybercrime, and cybersecurity in the digital age. The report
draws attention to the growing worries about identity theft,
financial fraud, internet scams, fake news, and technology
weaknesses that impact people all around the world. The
significance of digital financial literacy as a crucial skill
needed to enable safe engagement in an increasingly digital

economy is also examined. Evidence from EU members,
Africa and Asia emphasizes the necessity of inclusive policy
frameworks, technology safeguards, and behavioural
interventions to confront new cyber threats. Improving
cybersecurity necessitates a multifaceted strategy that
includes public awareness, digital literacy, technology
protection, regulatory  changes, and international
cooperation. Building a secure and resilient digital society
still requires raising citizens' understanding of cybersecurity
and digital finance.
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1. Introduction

The endless space known as the web is referred to as ‘cyber-space’ and the set of regulations designed to safeguard the internet
is known as cyber-security. The term ‘cybercrime’ represents a group of organized crimes that target both cyberspace and
cybersecurity. Because threats to cyber security now need to be treated more seriously, cyber security has become a global
problem [,

Fake news, misinformation, and disinformation are now considered as emerging risks in the digital world ) The inadvertent
dissemination of incorrect information on the internet is known as online misinformation. Because of its general risk and the
threat, it poses to maintaining democratic integrity, standard journalism, and an educated public, especially during times of
crisis, it has drawn increasing public and scholarly attention and concern ],

People are obtaining news via websites, news portals, social media, and other digital news platforms instead of traditional mass
media. People encounter misleading material on the Internet if they rely solely on it for all of their information. Any
information that lacks a legitimate and trustworthy source or that is likely to mislead the public is referred to as false or fake
news 4,

The objective and content type are the primary distinctions between misinformation, disinformation, and fake news. Fake news
is a general phrase for manufactured articles that pass for genuine journalism, misinformation is deceptive data that is
accidentally transmitted, and disinformation is a purposeful deception intended to deceive. Spreading false information or
slanderous propaganda with dangerous repercussions is known as fake news. In the twenty-first century, fake news is taking
over social media journalism ),

Individual financial security is seriously jeopardized by these issues, especially for varied and digitally heterogeneous
communities. Disinformation and fake news are widely acknowledged as significant global concerns that affect citizen safety,
public wellness, information environments, democratic processes, and public confidence. Disinformation impedes access to
factual data, erodes trust in public institutions and the media, and threatens social harmony, according to international
organizations like UNESCO. Misinformation and disinformation competencies are now specifically addressed in UNESCO's
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media and information literacy frameworks as crucial skills
for digital citizens. These international frameworks were
transformed into educational resources and valuable tools,
such as fact-checking procedures and disinformation
typologies, for discriminating between genuine and
fraudulent content.

2. Rapid digital financial growth coupled with increased
incidents of digital scams

India’s expansion of digital financial ecosystems —
particularly UPI and mobile payments has reaped economic
and inclusion benefits made possible by government
initiatives, owning of smart phones and internet outreach in
the rural areas [,

Though the use of digital payments has eased financial
transactions for consumers, it has also let to an increase in
online frauds, which has become a challenge for individuals
and financial institutions. Findings of studies on online
digital fraud indicate that the main causes of fraud are low
awareness, cybersecurity flaws, financial illiteracy, and
technological complexity. While non-victims draw attention
to cybersecurity vulnerabilities and sluggish investigations,
victims note financial illiteracy and technological
complexity ™,

Such nationwide trends highlight digital financial literacy as
one of the most important digital competencies which must
complement financial inclusiveness with technology 1.
While the Indian government and law enforcement
organizations have taken significant actions to prevent
online criminal activity, there are still a lot of vulnerabilities,
which indicates that more comprehensive and long-term
measures are essential. Only 60% of cybercrime officers
interviewed felt that Indian Cyber Crime Coordination
Centre (I4C) and the 1930 National Cybercrime Helpline,
established by the Ministry of Home Affairs was very
effective in combating cyber-crime, while only 45%
believed that the IT Act 2000 was very effective. 60%
believed that the National Security Policy was effective
while only 54% believed that the personal data protection
bill was effective [,

The rise of cybercrime in India has made it necessary to
establish a single enforcement system that can handle the
intricate, international character of cybercrimes [7),

Google's DigiKavach program has worked with Indian
stakeholders to detect and reduce the risks of online fraud
using digital efforts [*],

The Sanchar Saathi App is known for its call and complaint
centre to report digital fraud, trace stolen phones and assist
users in case they buy a phone with a fake IMEI, or fall
victim to a SIM swap. The government advertised it as a
digital emergency service, in December 2024. It can be
voluntarily downloaded by users, though preinstallation of
the app is not mandatory by mobile phone manufacturers 2],
Scammers use fake KYC updates, payment alerts, and
urgent messages to trick users into sharing sensitive
information. Mobile phone manufacturers and app
developers are faced with the crucial task of protecting
mobile apps from numerous risks as fraudsters constantly
change their strategies. These initiatives must emphasize the
importance of media literacy and cyber security education in
national cyber resilience plans. Adopting cutting-edge
technology like blockchain, artificial intelligence, and
quantum-resistant cryptography while upholding core
security principles is one way to combat phishing and digital
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fraud. A more secure mobile app ecosystem can be created
by putting security first throughout the app development
lifecycle, putting multi-layered defence tactics into practice,
and cultivating a user base that is security conscious. By
protecting private data and guaranteeing the integrity of
mobile applications in an increasingly interconnected
environment, the ultimate objective is to establish and
preserve user confidence 131,

Over 900 million people in India use digital media, but
misinformation is widespread, weakening public trust and
triggering contentious debates. In order to confirm media
credibility and check false information, fact-checking
organizations like Alt News and Boom have become
essential ],

These organizations provide a larger environment where
academic studies on misinformation literacy are pertinent
and effective.

Thawornwichian W presents the OECD Truth Quest Survey
methodology and significant findings and adds to the corpus
of literature on misinformation and fake news 3. Online
false and misleading content puts people's health and society
at serious danger, but there is still a dearth of cross-national
comparable data. This study analyses if certain content
categories are easier to determine as deceitful and untrue
than others, and whether the theme has any bearing on this
identification. It offers information on the effects of Al
labelling as well as evidence regarding whether Al-
generated content is simpler to recognize than human-
generated content. The OECD highlights that individual
empowerment via literacy and resilience building—rather
than depending entirely on technology or policy—is
essential to combat disinformation. The importance and
effectiveness of educational measures to promote
information integrity are further demonstrated by recent
OECD research, which also demonstrate that media literacy
interventions may significantly reduce the intent to spread
deceptive material online. Global efforts to counter
misinformation and online scams include collaborative
intergovernmental actions. The accuracy and flow of
information from a number of sources are crucial to a
successful as well as inclusive digital economy and society.
The present scenario of research suggests that in order to
assess and manage systemic risks, governance capability
must be strengthened, and availability of data must be
broadened [19],

Developing digital policies and evaluating the effects of
governance reforms on the information domain are difficult
without an empirical foundation. Some of the strategies to
combat online misinformation and fake news include 34
states signing the Global Declaration on Information
Integrity Online in 2023. This urges signatories to refrain
from participating in state-led disinformation efforts,
denounce them, and refrain from restricting free speech in
the name of combating misinformation. Recent transnational
initiative such as the International Conference on the Global
Partnership Against Online Scams held in Bangkok on
December 17-18, 2025, brought together more than 300
participants from over sixty nations to address the rapidly
expanding transnational scam centres. Thailand contributed
to the start of an international campaign to stop the
proliferation of internet scams, which involve criminal
organizations primarily based in Southeast Asia that are
thought to defraud victims worldwide of billions of dollars
each year. These initiatives demonstrate how media and
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digital literacy, together with cyber security awareness, are
increasingly viewed by countries and global institutions as
fundamental components of systemic responses to online
scams.

Scams are widespread around the world, and their effects
negatively impact both national security and private privacy.
In Bangladesh, financial scams are becoming more common
as many financial firms continue to use political influence to
embezzle public funds. Though countries like Singapore has
made significant progress in addressing different scam types
through its community initiatives, while Bangladesh has not
yet developed a strict regulatory framework for such crime
(L. 171 Globally, countries should effectively address the
dynamic and always changing nature of online frauds by
promoting international alliances and placing a strong
emphasis on data-driven legislation. Countries like Nigeria
has witnessed an increase in cyber-crimes in recent times
The internet has contributed to the advancement of
fraudulent practices among youth in Nigeria, who view
online fraud as a widely recognized avenue for financial
support. The rise of the online crime subculture has been
exacerbated by the governmental leadership's corruption ™
One of the main reasons why young people are involved in
online fraud is the importance and value placed on
accumulating money.

The sociodemographic, non-cognitive, and cognitive
elements linked to fraud victimization were investigated
using a systematic review, with an emphasis on how these
elements change according on the type of fraud and age
group. Three scientific databases—PsycINFO, Scopus, and
PubMed—were thoroughly searched in accordance with
PRISMA principles. The findings indicated a fragmented
landscape, suggesting that fraud victims cannot be treated as
a homogeneous group ['8,

In addition to improving convenience and inclusivity, the
European Union's (EU) quick digitalization of financial
services has raised vulnerability to advanced online financial
scams. A popular strategy for educating customers and
lowering fraud victims is digital financial literacy. Findings
of a study done on online scams in the European Union
show that behavioural insights, technology protection, and
non-discriminatory policy considerations are all necessary
for the successful deployment of digital financial literacy
interventions [1%),

International organizations working on media literacy like
Debunk.org, a Lithuanian-born project brings together
volunteers and media outlets to monitor more than 2,500
websites in 26 languages in order to detect and evaluate
disinformation efforts (2,

Online fraud and cybercrime are now seen by international
frameworks as being entwined with disinformation, fake
news and misinformation. The transnational scope of online
scams and the necessity of integrated strategies that
incorporate preventive education, law enforcement, and
cyber resilience are highlighted in international
conversations, such as those taking place in Southeast Asia.
Trusted News Initiative (TNI), founded by BBC, is an active
collaboration of media organizations and digital platforms
across the globe, partnered by AP, AFP, BBC, CBC/Radio-
Canada, European Broadcasting Union (EBU), Financial
Times, Information Futures Lab, Google/YouTube, The
Hindu, The Nation Media Group, Meta, Microsoft,
Thomson Reuters, Reuters Institute for the Study of
Journalism, Twitter, The Washington Post, Kompas
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(Indonesia), Dawn (Pakistan), Indian Express, NDTV
(India), ABC (Australia), SBS (Australia), and NHK (Japan)
211, Members of TNI engage to address issues of
misinformation and to foster audience trust. It is the first
forum of its kind in the world created to combat
misinformation in real time since it incorporates social
media platforms and media organizations.

3. Conclusion

By improving communication, information access and the
swift expansion of cyberspace has profoundly changed the
system of financial transactions. But this technological
progress has also made people more vulnerable to online
fraud, disinformation, and dangers to digital security. The
research examined in this article shows that cyber risks have
grown to be a significant worldwide issue that affects
people, businesses, and countries equally. Fake news,
phishing attacks, financial scams, identity theft, and digital
fraud are becoming more common, which emphasizes the
critical need for more robust cybersecurity defences and
more public awareness. The intricate and ever-changing
nature of cyber dangers cannot be adequately addressed by
technology solutions like Sanchar Saathi and DigiKavach
alone. Media literacy, cybersecurity awareness, and digital
financial literacy have become critical skills for safe
engagement in the digital world. The significance of
cooperative strategies including governments, tech firms,
academic institutions, and civil society organizations is
further highlighted by international initiatives to fight
disinformation and online fraud. Experiences from several
nations show that a collaborative perspective on behavioural
insights, technology protections, regulatory changes, and
public education are necessary for successful interventions.
It requires continuous financial support for cybersecurity
infrastructure, digital literacy initiatives, and international
collaboration to create a safe and reliable digital ecosystem.
In an increasingly interconnected world, lowering
vulnerabilities and guaranteeing the safe and ethical use of
digital technologies depend on strengthening users'
awareness and resilience against cyber-attacks.
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