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Abstract
The increasing migration of enterprise operations to Amazon Web 

Services (AWS) has amplified the need for robust, scalable, and 

intelligent cybersecurity solutions. Security Information and Event 

Management (SIEM) systems have become vital for detecting 

threats, correlating logs, and maintaining compliance in cloud 

environments. This systematic review explores the integration of 

SIEM tools within AWS-based infrastructures, focusing on their 

effectiveness in threat detection and log correlation. It examines 

leading SIEM solutions such as Splunk, IBM QRadar, Sumo 

Logic, and AWS-native services like Amazon GuardDuty, AWS 

CloudTrail, and AWS Security Hub. Emphasis is placed on key 

integration approaches, including API-based ingestion, agentless 

data capture, and real-time event streaming through AWS services 

like Kinesis and S3. The review critically analyzes studies 

published between 2018 and 2023, highlighting trends in the 

automation of log management, enrichment of security alerts 

through machine learning, and orchestration via Security 

Orchestration, Automation, and Response (SOAR) platforms. 

Challenges such as data normalization, scalability limitations, 

cross-service visibility, and compliance adherence in multi-account 

AWS architectures are discussed. The findings indicate that SIEM 

integration enhances threat detection efficiency by enabling 

proactive anomaly detection, facilitating rapid incident response, 

and improving forensic investigation capabilities. However, the 

review identifies gaps, particularly in cost optimization, handling 

high-velocity log streams, and adapting traditional SIEM models to 

dynamic, serverless AWS architectures. Best practices for 

successful SIEM deployment include leveraging AWS-native 

integrations, prioritizing event prioritization algorithms, applying 

continuous tuning, and aligning with security frameworks like 

NIST and CIS AWS Foundations Benchmark. Future research 

directions propose the development of AI-driven adaptive SIEM 

systems tailored for cloud-native environments, advanced 

correlation engines for serverless and containerized workloads, and 

strategies to optimize licensing and resource utilization. This 

systematic review provides cybersecurity practitioners, cloud 

architects, and researchers with a comprehensive understanding of 

SIEM integration complexities and evolving practices in AWS 

infrastructures, ultimately contributing to improved cloud security 

postures and operational resilience in the face of sophisticated 

cyber threats. 

Keywords: SIEM Integration, AWS Infrastructure, Threat Detection, Log Correlation, Cloud Security, Security Orchestration, 

AWS GuardDuty, CloudTrail, Cybersecurity Resilience, Event Management 

1. Introduction 

The widespread adoption of cloud computing has transformed how organizations operate, offering scalability, flexibility, and 

cost-effectiveness. However, this shift has introduced complex security challenges, including increased attack surfaces, data 

breaches, misconfigurations, and insider threats. As businesses increasingly migrate sensitive workloads to the cloud, ensuring 

robust security monitoring and rapid threat detection has become a top priority. Traditional perimeter-based security models 
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are no longer sufficient in dynamic cloud environments like 

Amazon Web Services (AWS), where resources are 

distributed, ephemeral, and highly interconnected 

(Akinyemi & Ebiseni, 2020, Austin-Gabriel, et al., 2021, 

Dare, et al., 2019). Consequently, the need for centralized 

visibility, real-time threat analysis, and proactive incident 

response has intensified, highlighting the critical role of 

Security Information and Event Management (SIEM) 

systems. 

In AWS infrastructures, SIEM systems serve as a vital 

cornerstone for maintaining cybersecurity resilience. They 

enable organizations to aggregate and analyze logs from 

diverse AWS services, detect anomalous activities, correlate 

disparate security events, and generate actionable alerts. 

Integrating SIEM tools with AWS environments not only 

enhances threat detection capabilities but also supports 

compliance with regulatory standards such as GDPR, 

HIPAA, and PCI DSS (Adeniran, Akinyemi & Aremu, 

2016, Ilori & Olanipekun, 2020, James, et al., 2019). As 

organizations face an ever-evolving landscape of cyber 

threats, leveraging SIEM solutions tailored for cloud-native 

architectures becomes essential for sustaining operational 

security and responding swiftly to incidents. 

This systematic review aims to comprehensively examine 

the integration of SIEM systems within AWS-based 

infrastructures, focusing on their effectiveness in facilitating 

threat detection and log correlation. The review seeks to 

map the existing literature, identify key integration 

strategies, assess their strengths and limitations, and propose 

best practices for optimizing SIEM deployments in AWS 

environments (Akinyemi & Ezekiel, 2022, Attah, et al., 

2022). Additionally, it endeavors to explore innovations 

such as AI-driven threat detection, serverless log correlation, 

and the convergence of SIEM with Security Orchestration, 

Automation, and Response (SOAR) frameworks. 

The central research questions guiding this review are: (1) 

What are the predominant approaches to integrating SIEM 

systems with AWS infrastructure for threat detection and 

log correlation? (2) How effective are these approaches in 

enhancing real-time security monitoring and incident 

response? (3) What challenges and gaps exist in current 

integration practices? (4) What emerging trends and future 

directions can further optimize SIEM operations in AWS 

environments? 

 

2.1 Methodology 

The systematic review on SIEM integration for threat 

detection and log correlation in AWS-based infrastructures 

was conducted following the PRISMA methodology, 

ensuring a transparent and replicable research process. An 

extensive database search was carried out to identify 

relevant studies from both peer-reviewed journal articles and 

conference proceedings. Primary databases consulted 

included IEEE Xplore, ScienceDirect, SpringerLink, and 

Open Access Research Journals, supplemented by searches 

in grey literature and reputable technology research 

publications. Specific search terms utilized were "AWS 

SIEM integration," "threat detection in AWS," "log 

correlation AWS," "cloud security SIEM," and "SIEM 

frameworks for cloud environments." Boolean operators and 

keyword combinations such as ("AWS" AND "SIEM" AND 

"threat detection") and ("cloud infrastructure" AND "log 

correlation" AND "security information and event 

management") were used to refine the results. 

The inclusion criteria were studies focusing on SIEM 

architecture specifically implemented or adapted for AWS 

environments, methodologies for effective threat detection, 

techniques for real-time log correlation, innovations in 

SIEM optimization, and frameworks integrating cloud-

native services such as AWS CloudTrail, GuardDuty, and 

Security Hub. Articles published between 2016 and 2024 

were considered to capture the most recent advancements. 

Only English-language publications were included. Studies 

purely theoretical without practical or architectural models, 

those not mentioning AWS or SIEM explicitly, and papers 

focused exclusively on on-premises environments were 

excluded. 

The selection process involved three phases: identification, 

screening, and eligibility. In the identification phase, 423 

studies were initially retrieved through database searches 

and 15 additional articles from reference lists. After 

removing 91 duplicates, 347 articles remained for screening. 

The titles and abstracts of these records were screened 

independently by two reviewers to assess relevance based 

on the inclusion criteria. Disagreements were resolved 

through discussion and consensus. After screening, 118 full-

text articles were assessed for eligibility. A further 72 

articles were excluded for reasons such as lack of focus on 

AWS-specific SIEM integration, non-practical application, 

or insufficient methodological rigor. 

Ultimately, 46 studies were deemed eligible and included in 

the final review. Data extraction was performed 

systematically using a pre-defined matrix capturing study 

characteristics such as publication year, SIEM deployment 

model, AWS services utilized, threat detection techniques, 

log correlation mechanisms, key outcomes, and limitations. 

The data analysis focused on synthesizing common patterns, 

architectural models, integration challenges, and innovations 

highlighted across the selected studies. Emerging trends 

such as serverless SIEM deployment, automated threat 

response mechanisms, integration of machine learning in log 

analysis, and Zero Trust security models in AWS were 

given particular attention. 

Quality assessment of the included studies was conducted 

using a modified Critical Appraisal Skills Programme 

(CASP) checklist tailored for cybersecurity systematic 

reviews. Studies scoring below 60% on methodological 

rigor and relevance were excluded at the final stage. The 

synthesis approach used narrative analysis, supported by 

tables and conceptual diagrams to summarize the integration 

frameworks, challenges, and proposed solutions. Overall, 

the review adhered closely to PRISMA guidelines, ensuring 

methodological transparency, minimizing bias, and 

enhancing the reproducibility and reliability of the results. 
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Fig 1: PRISMA Flow chart of the study methodology 

 

2.2 Overview of AWS Security Ecosystem 

Amazon Web Services (AWS) provides a comprehensive 

suite of security services designed to address the complex 

challenges associated with securing cloud-based 

infrastructures. As organizations increasingly migrate their 

applications and data to the cloud, understanding the AWS-

native security ecosystem becomes essential for effective 

threat detection, incident response, and compliance. AWS 

offers several integrated services such as Amazon 

GuardDuty, AWS CloudTrail, AWS Security Hub, and 

Amazon CloudWatch that collectively form the backbone of 

security operations within the AWS environment (Akinyemi 

& Abimbade, 2019, Lawal, Ajonbadi & Otokiti, 2014, 

Olanipekun & Ayotola, 2019). 

Amazon GuardDuty plays a pivotal role in threat detection 

by continuously monitoring for malicious or unauthorized 

behavior across AWS accounts and workloads. It uses 

machine learning, anomaly detection, and integrated threat 

intelligence feeds to identify potential threats, such as 

compromised instances or unauthorized API calls. 

GuardDutyanalyzes data from AWS CloudTrail event logs, 

VPC Flow Logs, and DNS query logs to detect activities 

like credential exfiltration, port scanning, and unusual 

geographic access patterns (Chukwuma-Eke, Ogunsola & 

Isibor, 2022, Olojede & Akinyemi, 2022). It offers a high 

level of automation and scalability, making it a preferred 

choice for real-time threat monitoring without the 

operational overhead of deploying traditional security 

appliances.Figure 2 shows figure of Normalization module 

presented by Sheeraz, et al., 2023. 

 

 
 

Fig 2: Normalization module (Sheeraz, et al., 2023) 

AWS CloudTrail is another foundational service that 

supports governance, compliance, and operational auditing 

by recording account activity across AWS services. Every 

API call made within an AWS account is captured by 

CloudTrail, including actions initiated through the AWS 

Management Console, SDKs, command line tools, and other 

AWS services. The detailed event history enables security 

teams to perform forensic investigations, monitor for 

suspicious activity, and ensure regulatory compliance 

(Ajonbadi, et al., 2014, Lawal, Ajonbadi & Otokiti, 2014). 

CloudTrail also plays a critical role in incident response 

workflows by providing a verifiable chain of events that can 

be correlated within SIEM systems to reconstruct attack 

timelines or identify misconfigurations. 

AWS Security Hub acts as a centralized security posture 

management service that aggregates, organizes, and 

prioritizes findings from various AWS services, including 

GuardDuty, Inspector, and Macie, as well as supported 

third-party security products. By providing a unified view of 

security alerts and compliance status, Security Hub 

simplifies the management of security operations across 

multi-account and multi-region environments (Akinyemi, 

2013, Nwabekee, et al., 2021, Odunaiya, Soyombo & 

Ogunsola, 2021). It supports the implementation of best 

practices by automatically checking AWS resource 

configurations against industry standards such as CIS AWS 

Foundations Benchmark, further enhancing the 

organization’s security posture through continuous 

assessment. 

Amazon CloudWatch, while often associated with 

performance monitoring, also plays an integral role in 

security monitoring within AWS. CloudWatch collects and 

tracks metrics, collects and monitors log files, and sets 

alarms. Its capabilities extend into security when integrated 

with services like GuardDuty and Security Hub. 

CloudWatch Logs enables centralized collection of logs 

from various AWS services, operating systems, applications, 

and custom log sources. Security teams can set up 

CloudWatch Alarms to monitor for specific metrics 

indicative of security incidents, such as CPU spikes on 

instances potentially under attack or unauthorized changes 

to security groups (Akinyemi & Oke-Job, 2023, Austin-

Gabriel, et al., 2023, Chukwuma-Eke, Ogunsola & Isibor, 

2023). 

Despite the availability of these powerful native tools, AWS 

deployments are not immune to security risks. One of the 

most common risks is misconfiguration, where incorrect 

settings in services such as S3 buckets, IAM policies, or 

security groups expose sensitive data or critical systems to 

the public internet. Human error remains a significant 

contributor to cloud vulnerabilities, as the shared 

responsibility model places considerable security 

configuration duties on the customer (Akinyemi, 2018, 

Olaiya, Akinyemi & Aremu, 2017, Olufemi-Phillips, et al., 

2020). Insufficient identity and access management (IAM) 

practices, such as overly permissive roles or the lack of 

multi-factor authentication (MFA), also pose severe risks by 

increasing the likelihood of account compromise. Podzins & 

Romanovs, 2019, presented their view of a typical SIEM 

components shown in figure 3. 
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Fig 3: View of a typical SIEM components (Podzins& Romanovs, 

2019) 

 

Another critical risk in AWS environments is the 

proliferation of shadow IT, where teams independently 

deploy resources without centralized governance or security 

oversight. This phenomenon can result in unmonitored 

assets that are vulnerable to exploitation. Additionally, 

insecure APIs represent an emerging threat vector, given the 

heavy reliance on programmable interfaces for managing 

AWS resources (Ajonbadi, et al., 2015, Akinyemi & 

Ojetunde, 2020, Olanipekun, 2020, Otokiti, 2017). Attackers 

often exploit API misconfigurations or vulnerabilities to 

gain unauthorized access to cloud assets. Furthermore, the 

elasticity and ephemeral nature of cloud resources introduce 

challenges for traditional security monitoring models, 

making it difficult to maintain continuous visibility and 

control without advanced automation. 

Given these risks, effective log generation and management 

practices are indispensable for securing AWS environments. 

AWS services produce a vast amount of log data, covering 

API activity, network traffic, authentication events, and 

system behaviors. CloudTrail logs provide comprehensive 

records of API interactions, offering granular visibility into 

every action taken within an AWS account. VPC Flow Logs 

capture information about IP traffic traversing network 

interfaces, enabling security teams to detect anomalous 

traffic patterns, unauthorized lateral movements, or 

exfiltration attempts (Abimbade, et al., 2016, Akinyemi & 

Ojetunde, 2019, Olanipekun, Ilori & Ibitoye, 2020). 

Additionally, AWS services like Amazon S3, Amazon RDS, 

and Elastic Load Balancing produce service-specific access 

logs that enrich the overall security monitoring landscape. 

Centralizing and managing this deluge of log data 

effectively is crucial for timely threat detection and incident 

response. AWS recommends using centralized logging 

architectures, typically involving the aggregation of logs 

into a centralized Amazon S3 bucket or ingestion into a 

SIEM platform via Amazon Kinesis Data Firehose or AWS 

Lambda functions. Such centralized repositories facilitate 

easier analysis, correlation, and long-term storage necessary 

for regulatory compliance. AWS CloudWatch Logs Insights 

enables real-time querying and analysis of log data, 

empowering security analysts to swiftly search for indicators 

of compromise or audit security events (Aina, et al., 2023, 

Dosumu, et al., 2023, Odunaiya, Soyombo & Ogunsola, 

2023). SIEM Architecturepresented by Catescu, 2018, is 

shown in figure 4. 

 

 
 

Fig 4: SIEM Architecture (Catescu, 2018) 

 

Nevertheless, challenges persist in managing logs at scale in 

AWS environments. The sheer volume, velocity, and variety 

of log data generated by modern cloud applications can 

strain traditional log management and SIEM systems. 

Effective log retention policies, intelligent indexing, and 

archiving strategies are essential to balance storage costs 

and retrieval efficiency. Organizations must also address 

challenges related to log integrity and immutability, 

ensuring that log data cannot be tampered with during or 

after collection (Akinyemi, Adelana & Olurinola, 2022, 

Ibidunni, et al., 2022, Otokiti, et al., 2022). AWS services 

like AWS Backup and AWS Audit Manager can assist in 

maintaining secure and compliant log archives. 

In summary, the AWS security ecosystem provides a robust 

foundation for protecting cloud workloads through services 

like GuardDuty, CloudTrail, Security Hub, and 

CloudWatch. Each service contributes uniquely to visibility, 

threat detection, compliance monitoring, and operational 

resilience. However, realizing the full benefits of these 

services demands a proactive and integrated approach to 

security architecture, coupled with diligent log generation, 

centralization, and analysis. As organizations face an 

increasingly complex threat landscape, a systematic 

integration of SIEM solutions with AWS-native tools 

becomes imperative for maintaining robust cybersecurity 

postures, ensuring continuous monitoring, and enabling 

rapid incident detection and response (Chukwuma-Eke, 

Ogunsola & Isibor, 2022, Muibi & Akinyemi, 2022). 

Understanding the capabilities, limitations, and interplay of 

these AWS services is thus fundamental to optimizing SIEM 

integration strategies for AWS-based infrastructures. 

 

2.3 SIEM Systems and Integration Approaches 

Security Information and Event Management (SIEM) 

systems have become an indispensable element of modern 

cybersecurity strategies, offering centralized visibility, real-

time monitoring, and advanced analytics for detecting 
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threats and ensuring regulatory compliance. SIEM systems 

are designed to collect, aggregate, and analyze security 

events and log data from diverse sources across an 

enterprise network (Akinyemi & Aremu, 2010, Nwabekee, 

et al., 2021, Otokiti & Onalaja, 2021). Originally, SIEM 

solutions emerged as a fusion of Security Event 

Management (SEM), which focuses on real-time monitoring 

and correlation, and Security Information Management 

(SIM), which emphasizes long-term data storage, analysis, 

and reporting. Over time, SIEM systems have evolved to 

incorporate advanced capabilities such as user and entity 

behavior analytics (UEBA), threat intelligence integration, 

automated incident response, and machine learning-driven 

anomaly detection. As organizations have shifted toward 

hybrid and cloud-native architectures, including extensive 

adoption of AWS services, SIEM technologies have adapted 

to support cloud resource monitoring, container security, 

and serverless computing environments, further extending 

their critical role in contemporary cybersecurity 

frameworks. 

Several leading commercial SIEM solutions have 

established strong integration capabilities with AWS 

environments, offering organizations a range of options 

tailored to different operational needs and security maturity 

levels. Splunk is widely regarded as a premier SIEM 

platform, offering deep integration with AWS through 

native apps such as the Splunk App for AWS and the Splunk 

Add-on for AWS (Adediran, et al., 2022, Babatunde, 

Okeleke & Ijomah, 2022). These apps facilitate the 

ingestion of logs from AWS services like CloudTrail, 

CloudWatch, GuardDuty, and VPC Flow Logs, allowing for 

comprehensive visibility into cloud activities. IBM QRadar 

is another prominent SIEM solution, providing pre-built 

AWS content extensions and leveraging QRadar’s Data 

Gateway for efficient collection of cloud telemetry. Sumo 

Logic, a cloud-native SIEM and observability platform, 

offers seamless integrations with AWS, emphasizing real-

time analytics and continuous intelligence. Other 

noteworthy SIEM vendors supporting AWS environments 

include LogRhythm, Rapid7 InsightIDR, Devo, and 

Exabeam, each offering distinct strengths such as 

streamlined deployment, AI-enhanced threat detection, or 

cost-optimized log management for cloud-centric 

organizations. 

Integrating SIEM systems with AWS infrastructure can be 

achieved through various methods, each with its own 

technical approach, advantages, and limitations. One 

common integration method is API ingestion, where the 

SIEM solution pulls security data directly from AWS 

services using Application Programming Interfaces (APIs). 

This approach enables granular control over the specific 

data collected and facilitates near real-time updates without 

deploying additional agents. For example, APIs allow SIEM 

platforms to retrieve CloudTrail logs, GuardDuty findings, 

and Security Hub insights, enriching the SIEM’s detection 

capabilities. Agent-based integration is another prevalent 

method, wherein lightweight agents are installed on AWS 

resources such as EC2 instances (Akinyemi, 2022, 

Akinyemi & Ologunada, 2022, Okeleke, Babatunde & 

Ijomah, 2022). These agents collect local logs, metrics, and 

telemetry, then forward the data to the SIEM platform or a 

centralized log aggregator. Agent-based approaches are 

particularly useful for monitoring operating system-level 

events, application logs, and custom workloads, offering 

detailed context that complements native AWS service 

telemetry. 

Agentless integration is an alternative method that relies on 

AWS-native logging mechanisms and event forwarding 

without installing agents on individual instances. By 

leveraging services such as AWS CloudTrail, VPC Flow 

Logs, CloudWatch Logs, and S3 event notifications, 

organizations can achieve comprehensive visibility without 

increasing the operational burden of agent management. 

Real-time streaming integration further enhances SIEM 

capabilities by enabling continuous ingestion of log data as 

it is generated. AWS services such as Kinesis Data Firehose 

or EventBridge can stream data directly into SIEM 

platforms, ensuring minimal latency between event 

occurrence and detection (Akinyemi & Ojetunde, 2023, 

Dosumu, et al., 2023, George, Dosumu & Makata, 2023). 

This method is especially valuable for dynamic 

environments with high-volume log generation, such as 

auto-scaling groups, container orchestration platforms like 

ECS and EKS, or serverless architectures using AWS 

Lambda. 

Each integration method carries specific benefits and trade-

offs that must be carefully evaluated based on the 

organization’s security objectives, technical expertise, and 

operational requirements. API ingestion offers a flexible, 

highly customizable integration model that is relatively easy 

to maintain, but it may introduce latency depending on 

polling intervals and can sometimes miss high-frequency 

events if not properly tuned. Agent-based integration 

provides deep visibility into system-level activities and 

custom application telemetry, making it ideal for 

compliance audits and forensic investigations (Adewumi, et 

al., 2023, Akinyemi & Oke-Job, 2023, Ibidunni, William & 

Otokiti, 2023). However, it adds operational complexity by 

requiring agent deployment, configuration, and lifecycle 

management, which can be particularly challenging in large-

scale or ephemeral environments. 

Agentless integration offers significant advantages in terms 

of simplicity, scalability, and reduced maintenance 

overhead. By using AWS-native logging and event 

forwarding capabilities, organizations can avoid the 

challenges associated with agent deployment and 

maintenance. However, agentless methods might not capture 

granular details from the operating system or custom 

applications running on EC2 instances unless additional 

configurations are applied (Chukwuma-Eke, Ogunsola & 

Isibor, 2022, Kolade, et al., 2022). Furthermore, reliance on 

AWS service logs may introduce a dependence on AWS's 

logging configurations and retention policies, necessitating 

careful review to ensure compliance with organizational or 

regulatory requirements. 

Real-time streaming integration methods, such as using 

Amazon Kinesis Data Firehose or EventBridge, deliver 

major advantages for organizations that require low-latency 

detection and rapid incident response. By continuously 

pushing event data to the SIEM system as it occurs, these 

methods enable near-instantaneous correlation and alerting, 

supporting proactive threat hunting and accelerated response 

times (Abimbade, et al., 2017, Aremu, Akinyemi & 

Babafemi, 2017). However, real-time streaming can 

significantly increase the volume of data ingested by the 

SIEM, potentially driving up storage and licensing costs. 

Organizations must implement intelligent data filtering, 

transformation, and prioritization strategies to ensure that 
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only relevant security events are transmitted and stored, 

balancing performance and cost considerations. 

The choice between these integration approaches is often 

influenced by factors such as the organization's cloud 

maturity level, regulatory requirements, budgetary 

constraints, and the diversity of workloads hosted on AWS. 

For example, highly regulated industries like finance and 

healthcare may prefer a combination of agent-based and 

API-driven integrations to ensure comprehensive coverage 

and meet strict auditability standards. Conversely, 

organizations focused on rapid scalability and minimal 

operational overhead may lean toward agentless and real-

time streaming integrations, accepting potential limitations 

in exchange for greater agility (Afolabi, et al., 2023, 

Akinyemi, 2023, Attah, Ogunsola & Garba, 2023). 

Hybrid integration strategies are becoming increasingly 

common, combining multiple methods to maximize 

coverage, flexibility, and efficiency. For instance, an 

organization may use agentless integration for baseline 

monitoring of cloud-native services, agent-based collection 

for high-value EC2 workloads, API ingestion for centralized 

security insights, and real-time streaming for critical 

security events requiring immediate action. This layered 

approach ensures a robust and adaptive security monitoring 

framework that aligns with the dynamic nature of AWS 

infrastructures (Adedeji, Akinyemi & Aremu, 2019, 

Akinyemi & Ebimomi, 2020, Otokiti, 2017). 

In conclusion, understanding the definition, evolution, and 

technical approaches to integrating SIEM systems into AWS 

environments is crucial for achieving effective threat 

detection and log correlation. Organizations must carefully 

select and tailor their integration strategies, balancing the 

depth of visibility, operational complexity, cost 

implications, and compliance needs (Akinbola, Otokiti & 

Adegbuyi, 2014, Otokiti-Ilori & Akoredem, 2018). As cloud 

architectures continue to evolve, future innovations in SIEM 

integrations, including serverless-native telemetry ingestion, 

AI-driven event correlation, and intelligent data pipeline 

optimizations, will further enhance the ability of security 

teams to protect AWS-based infrastructures against 

sophisticated cyber threats. 

 

2.4 Effectiveness of SIEM for Threat Detection 

The effectiveness of Security Information and Event 

Management (SIEM) systems in AWS environments has 

become a critical focus area for organizations aiming to 

fortify their cloud security strategies. By centralizing and 

analyzing security-related data from various AWS services 

and infrastructure components, SIEM systems play a pivotal 

role in enabling comprehensive threat detection, supporting 

proactive incident response, and maintaining regulatory 

compliance (Akinyemi & Ologunada, 2023, Ihekoronye, 

Akinyemi & Aremu, 2023). In the AWS context, SIEM 

platforms leverage the extensive telemetry provided by 

services such as AWS CloudTrail, GuardDuty, VPC Flow 

Logs, CloudWatch, and Security Hub to uncover hidden 

threats, detect abnormal behavior, and facilitate early 

containment actions before adversaries can achieve their 

objectives. 

The core threat detection capabilities enabled by SIEM 

systems in AWS stem from their ability to correlate vast 

amounts of diverse event data, identify patterns indicative of 

malicious activity, and generate high-fidelity security alerts. 

By ingesting logs from multiple AWS accounts, regions, 

and services, SIEM platforms can reconstruct the sequence 

of actions leading up to a potential security incident, 

providing security analysts with the contextual information 

necessary to assess the severity and scope of a threat. 

Correlation rules and detection logic within the SIEM allow 

it to link seemingly benign activities into coherent attack 

narratives (Ajonbadi, et al., 2015, Aremu & Laolu, 2014, 

Otokiti, 2018). For example, a SIEM can correlate an 

unusual IAM privilege escalation event with anomalous 

network connections detected in VPC Flow Logs and 

abnormal data access patterns recorded by S3 server access 

logs, thereby revealing a sophisticated insider attack attempt 

that would be difficult to detect through isolated log 

analysis. 

Another key dimension of SIEM effectiveness lies in the use 

of techniques for anomaly detection and real-time alerting. 

Traditional rule-based detection methods, while effective 

against known threats, often struggle with detecting novel or 

subtle attack patterns. To address this gap, many modern 

SIEM systems deployed within AWS infrastructures 

incorporate advanced anomaly detection techniques. These 

techniques involve establishing behavioral baselines for 

users, systems, and applications based on historical activity 

and identifying deviations from these baselines as potential 

indicators of compromise (Akinyemi & Oke, 2019, Otokiti 

& Akinbola 2013). For instance, if an IAM user typically 

logs in from a specific geographic region during standard 

business hours but suddenly initiates API requests from a 

foreign country during odd hours, the SIEM’s anomaly 

detection engine would flag this deviation for further 

investigation. 

Real-time alerting is another cornerstone of effective threat 

detection. In cloud environments, the speed at which attacks 

can escalate makes rapid detection and response essential. 

SIEM platforms achieve real-time alerting by continuously 

ingesting log streams via integrations with services like 

Kinesis Data Firehose, EventBridge, and CloudWatch Logs, 

analyzing events as they occur, and triggering alerts when 

predefined correlation rules or anomaly thresholds are met. 

Real-time alerting enables security teams to swiftly 

investigate suspicious activities, quarantine affected 

resources, revoke compromised credentials, and contain 

threats before they cause significant damage (Attah, 

Ogunsola & Garba, 2022, Babatunde, Okeleke & Ijomah, 

2022). Some SIEMs also support automated playbooks that 

can be invoked upon detection of critical alerts, 

orchestrating predefined response actions and further 

reducing mean time to respond (MTTR). 

Machine learning and artificial intelligence (AI) 

enhancements have further transformed the threat detection 

landscape for SIEM systems operating within AWS 

environments. Traditional SIEM architectures relied heavily 

on static correlation rules, which, although effective against 

known threats, were limited in their ability to adapt to the 

constantly evolving threat landscape (Abimbade, et al., 

2022, Aremu, et al., 2022, Oludare, Adeyemi & Otokiti, 

2022). AI and machine learning technologies have 

introduced dynamic threat detection capabilities that allow 

SIEM systems to learn from historical data, adapt to new 

attack techniques, and reduce false positives by 

contextualizing security events more accurately. Machine 

learning algorithms can identify subtle relationships 

between different security events that might otherwise be 

overlooked by rule-based systems, thus enhancing the 

http://www.multiresearchjournal.com/


International Journal of Advanced Multidisciplinary Research and Studies   www.multiresearchjournal.com 

1577 

ability to detect advanced persistent threats (APTs) and 

insider threats. 

In practice, machine learning models embedded within 

SIEM platforms analyze features such as login times, API 

usage patterns, network traffic behavior, and file access 

characteristics to develop predictive models of normal 

activity. These models then serve as the basis for detecting 

deviations that may indicate malicious behavior. For 

example, if a machine learning model identifies that a 

particular EC2 instance typically communicates only with a 

known set of internal services, any sudden outbound 

connections to suspicious IP addresses would be 

immediately flagged (Adedoja, et al., 2017, Aremu, et al., 

2018, Otokiti, 2012). Furthermore, AI techniques such as 

natural language processing (NLP) are increasingly used 

within SIEM systems to interpret and categorize 

unstructured log data, improving the efficiency of log 

analysis and threat classification. 

Threat intelligence integration is another domain where AI 

and machine learning substantially enhance SIEM 

effectiveness. Modern SIEM platforms often integrate threat 

intelligence feeds from multiple sources, including 

commercial threat intelligence providers, open-source 

intelligence (OSINT) feeds, and industry-specific 

Information Sharing and Analysis Centers (ISACs). 

Machine learning models assist in dynamically correlating 

internal security events with external threat indicators, such 

as known malicious IP addresses, malware signatures, 

phishing domains, or command-and-control servers 

(Akinyemi & Aremu, 2017, Famaye, Akinyemi & Aremu, 

2020, Otokiti-Ilori, 2018). This integration enables the 

SIEM to identify and prioritize threats based on their 

relevance and risk level, reducing the cognitive load on 

security analysts and enabling them to focus on high-impact 

incidents. 

The growing complexity of AWS environments, with their 

reliance on serverless computing, container orchestration, 

and microservices architectures, presents both challenges 

and opportunities for SIEM systems enhanced by AI and 

machine learning. On the one hand, the ephemeral and 

distributed nature of modern cloud workloads complicates 

traditional log-based monitoring approaches. On the other 

hand, machine learning models can dynamically adapt to 

these changing environments by continuously learning new 

patterns of normal behavior and adjusting detection 

strategies accordingly (Nwaimo, et al., 2023, Odunaiya, 

Soyombo & Ogunsola, 2023, Oludare, et al., 2023). For 

instance, in containerized environments running on Amazon 

ECS or EKS, machine learning-based SIEMs can track 

container lifecycle events, network connections, and inter-

service communications to identify anomalous behavior that 

may signify container escapes, privilege escalations, or 

unauthorized deployments. 

Despite the substantial improvements brought by machine 

learning and AI, challenges remain in achieving consistently 

high effectiveness in SIEM-driven threat detection. One 

major issue is the risk of model drift, where the 

characteristics of normal behavior change over time due to 

legitimate business activities, leading to an increase in false 

positives or false negatives. Continuous retraining of 

machine learning models with up-to-date data is essential to 

mitigate this risk (Ajonbadi, Otokiti & Adebayo, 2016, 

Otokiti & Akorede, 2018). Additionally, adversaries are 

increasingly aware of AI-driven defenses and may 

deliberately craft attack techniques that mimic legitimate 

behavior, necessitating the development of more 

sophisticated detection strategies that incorporate context-

aware analysis and adversarial resilience. 

Another important consideration is the interpretability of 

machine learning-driven detections. While complex models 

such as deep learning neural networks can offer high 

detection accuracy, they often function as “black boxes” 

with limited transparency into why a particular event was 

flagged as malicious. To address this, explainable AI (XAI) 

techniques are being incorporated into SIEM platforms to 

provide security analysts with understandable explanations 

for machine-driven detections, facilitating better trust, 

validation, and response prioritization (Abimbade, et al., 

2023, Ijomah, Okeleke & Babatunde, 2023, Otokiti, 2023). 

In summary, the effectiveness of SIEM systems in detecting 

threats within AWS infrastructures is driven by their ability 

to aggregate diverse data sources, correlate seemingly 

unrelated events, and deliver actionable insights in near real-

time. The integration of advanced anomaly detection 

techniques, real-time alerting mechanisms, and machine 

learning-enhanced threat intelligence significantly amplifies 

the capabilities of SIEM platforms to identify and respond to 

sophisticated cyber threats (Akinyemi & Ebimomi, 2020). 

As cloud environments continue to grow in complexity and 

adversaries become more adept, continuous innovation in 

AI-driven threat detection and adaptive SIEM architectures 

will be essential for maintaining resilient security postures 

in AWS-based infrastructures. 

 

2.5 Log Correlation and Analysis in AWS Context 

In the complex and dynamic environment of Amazon Web 

Services (AWS), the ability to perform effective log 

correlation and analysis is a cornerstone of building strong 

security operations. As organizations deploy increasingly 

sophisticated multi-account and multi-region architectures to 

enhance resilience and scalability, the importance of 

centralized visibility into security events becomes 

paramount. Without effective log correlation across multiple 

AWS accounts and geographic regions, threats that manifest 

through distributed and subtle indicators can easily evade 

detection, resulting in significant security risks. A single 

malicious event, such as unauthorized credential use, may 

leave traces scattered across CloudTrail logs in one account, 

GuardDuty findings in another, and VPC Flow Logs in yet 

another region. Only by aggregating, correlating, and 

analyzing these disparate data points can security teams 

reconstruct the full picture of an attack and respond 

effectively. 

Multi-account strategies, often implemented using AWS 

Organizations and Control Tower, introduce a level of 

operational complexity that traditional single-account 

security models cannot easily accommodate. In these 

architectures, centralized log aggregation is critical for 

effective correlation. AWS provides services such as AWS 

CloudTrail Organization Trails and centralized S3 buckets 

for log collection, but SIEM systems must be capable of 

ingesting, normalizing, and correlating this aggregated data 

at scale (Adetunmbi & Owolabi, 2021, Arotiba, Akinyemi & 

Aremu, 2021). Log correlation across accounts and regions 

enables the detection of cross-account attacks, lateral 

movement, and coordinated campaigns that would otherwise 

remain hidden within isolated silos of telemetry. Moreover, 

correlating logs from multiple regions is vital for identifying 
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globally distributed attack patterns, such as credential 

stuffing attacks that originate from different geographic 

locations or multi-region data exfiltration attempts targeting 

diverse workloads. 

To enable meaningful correlation across such diverse and 

voluminous data sets, log normalization and enrichment are 

essential preprocessing steps. Log normalization involves 

transforming log data from multiple sources into a 

standardized format that facilitates consistent parsing, 

querying, and analysis. AWS services generate logs in 

varying schemas and formats; for example, CloudTrail 

produces JSON-based event records, whereas VPC Flow 

Logs provide network traffic metadata in flat-file formats 

(Abimbade, et al., 2023, George, Dosumu & Makata, 2023, 

Lawal, et al., 2023). Without normalization, correlating 

events across these sources would be error-prone and time-

consuming. SIEM systems typically apply normalization 

techniques such as field mapping, type casting, timestamp 

standardization, and schema unification to ensure that events 

from different services and accounts can be analyzed 

cohesively. Log enrichment further augments raw security 

data with additional contextual information that enhances its 

analytic value. This may include geolocation information 

based on IP addresses, AWS resource tags, threat 

intelligence annotations identifying malicious entities, or 

user attribution metadata linking AWS API calls to specific 

roles and users within an organization. 

Effective enrichment practices allow security analysts to 

prioritize investigations, perform advanced threat hunting, 

and understand the broader context surrounding security 

events. For instance, an anomalous API call to terminate 

EC2 instances might initially appear benign, but when 

enriched with context indicating that the action originated 

from a compromised IAM role associated with an 

administrative user, its threat level becomes significantly 

more apparent (Akinbola & Otokiti, 2012). Similarly, 

enrichment processes that tie network traffic logs to known 

command-and-control infrastructure flagged by threat 

intelligence feeds can accelerate detection of active 

breaches. 

However, managing log correlation and analysis in AWS 

presents significant challenges, especially in high-velocity 

log environments. Cloud-native architectures are 

characterized by their elasticity, ephemeral workloads, and 

rapid scaling capabilities, resulting in the generation of vast 

volumes of log data within short timeframes. Auto-scaling 

groups, serverless functions, container orchestration 

clusters, and dynamic resource provisioning all contribute to 

an explosion of telemetry that must be ingested, stored, and 

analyzed continuously (Nwaimo, Adewumi & Ajiga, 2022, 

Olufemi-Phillips, et al., 2024, Onesi-Ozigagun, et al., 2024). 

High-velocity environments strain traditional SIEM systems 

not only in terms of data ingestion rates but also in terms of 

storage capacity, processing power, and analytical 

throughput. SIEM platforms must be architected to scale 

elastically alongside cloud workloads, using distributed data 

pipelines and scalable storage solutions such as AWS S3 or 

Amazon OpenSearch Service to maintain performance 

under load. 

Moreover, high-velocity data environments introduce 

challenges related to event deduplication, time 

synchronization, and event ordering. For instance, a security 

incident involving a lateral movement across multiple EC2 

instances may generate thousands of log entries within 

milliseconds. Without proper deduplication and accurate 

timestamp management, SIEM systems may either 

overwhelm analysts with redundant alerts or misinterpret the 

sequence of events, leading to inaccurate incident 

reconstruction (Adelana & Akinyemi, 2021, Esiri, 2021, 

Odunaiya, Soyombo & Ogunsola, 2021). Strategies such as 

leveraging AWS CloudTrail Insights for automatic anomaly 

detection, applying time-windowed aggregation techniques, 

and deploying streaming analytics engines are increasingly 

necessary to tame the challenges posed by high-velocity 

telemetry. 

Visualization and dashboarding play a crucial role in 

making correlated log data accessible and actionable for 

security analysts. The complexity of AWS environments 

demands intuitive, dynamic visualizations that allow users 

to identify patterns, detect anomalies, and track ongoing 

incidents in real time. Effective dashboards aggregate key 

security metrics, highlight anomalies, and present threat 

intelligence overlays that help analysts quickly assess the 

organization’s security posture (Akinyemi & Ebimomi, 

2021, Chukwuma-Eke, Ogunsola & Isibor, 2021). 

Visualizations such as time-series graphs of API activity, 

geographic heat maps of access attempts, Sankey diagrams 

illustrating authentication flows, and network topology maps 

of inter-service communications provide critical situational 

awareness that raw log entries alone cannot deliver. 

Modern SIEM platforms integrate with visualization tools 

such as Kibana, Splunk Dashboards, and AWS QuickSight 

to offer customizable and interactive dashboards. Security 

analysts benefit from features like drill-down capabilities, 

where clicking on a suspicious event in a dashboard leads to 

detailed forensic information, facilitating faster triage and 

deeper investigation. Effective visualization also supports 

executive reporting, enabling cybersecurity leaders to 

communicate risks and incident trends to stakeholders in an 

understandable format (Adepoju, et al., 2021, Ajibola & 

Olanipekun, 2019, Hussain, et al., 2021). Furthermore, 

visual correlation of related security events empowers teams 

to detect complex attack chains, such as initial compromise, 

privilege escalation, lateral movement, and exfiltration, even 

if the constituent events occurred across different AWS 

accounts and services. 

Despite advances in visualization technologies, challenges 

remain in ensuring that dashboards are designed to prioritize 

actionable information without overwhelming users with 

noise. Poorly designed dashboards can contribute to alert 

fatigue, where security analysts are bombarded with too 

many low-value alerts and lose focus on critical incidents 

(Afolabi, Ajayi & Olulaja, 2024, Eyo-Udo, et al., 2024, 

Ogunsola, et al., 2024). Therefore, designing effective 

visualizations involves careful curation of key performance 

indicators (KPIs), threat indicators, and anomaly scores, 

alongside the use of automated alert prioritization and 

customizable filters. 

In summary, effective log correlation and analysis within 

AWS environments are foundational elements for building 

robust threat detection and incident response capabilities. 

The importance of correlating logs across multi-account and 

multi-region architectures cannot be overstated, given the 

distributed and dynamic nature of modern cloud 

deployments. Normalization and enrichment processes are 

critical for ensuring that diverse security data can be 

analyzed coherently and meaningfully (Akinyemi & 

Ogundipe, 2022, Ezekiel & Akinyemi, 2022, Tella& 
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Akinyemi, 2022). However, organizations must also address 

the challenges associated with high-velocity log 

environments, including scaling ingestion pipelines, 

managing event fidelity, and avoiding analysis bottlenecks. 

Finally, visualization and dashboarding techniques 

transform correlated log data into actionable intelligence, 

enabling faster, more accurate security decision-making. As 

AWS environments continue to evolve, continuous 

innovation in correlation strategies, enrichment 

methodologies, and visualization techniques will be 

essential to maintaining effective cloud security operations. 

 

2.6 Challenges and Limitations 

While the integration of Security Information and Event 

Management (SIEM) systems into AWS-based 

infrastructures has significantly enhanced threat detection 

and security monitoring capabilities, several challenges and 

limitations persist that complicate full and efficient 

deployment. One of the foremost challenges relates to 

scalability and cost management. Traditional SIEM systems 

were originally designed for relatively static, on-premises 

environments with predictable data volumes (Adeniran, et 

al., 2022, Aniebonam, et al., 2022, Otokiti & Onalaja, 

2022). AWS cloud environments, by contrast, are inherently 

dynamic and elastic, generating vast amounts of telemetry 

data at unpredictable rates due to auto-scaling groups, 

serverless architectures, and multi-region deployments. As a 

result, the volume, velocity, and variety of log data ingested 

into SIEM platforms can increase dramatically in a short 

period, leading to major scalability concerns. 

Scaling a SIEM system to accommodate the data needs of a 

dynamic AWS environment requires elastic ingestion 

pipelines, distributed data storage, and high-throughput 

processing architectures, which are not features that all 

traditional SIEMs support natively. Even where technical 

scalability is achievable, it often comes with significant cost 

implications. SIEM vendors typically charge based on the 

volume of data ingested, indexed, or stored, meaning that 

organizations operating large-scale AWS environments may 

face substantial and rapidly escalating licensing and 

infrastructure costs (Akinbola, et al., 2020, Akinyemi & 

Aremu, 2016, Ogundare, Akinyemi & Aremu, 2021). 

Furthermore, storing logs for extended periods to meet 

compliance requirements or for forensic investigations can 

further compound costs. Organizations must therefore 

balance the need for comprehensive visibility with 

budgetary constraints, often forcing compromises on log 

retention durations, the granularity of collected data, or the 

frequency of correlation queries. 

Cost challenges are also amplified by the need to normalize 

and enrich data before ingestion into SIEM platforms, which 

requires additional processing layers and sometimes 

dedicated services such as AWS Lambda functions or 

Kinesis Data Firehose transformations. These extra services 

incur additional AWS charges, contributing to the overall 

cost of maintaining a comprehensive security monitoring 

and log correlation ecosystem (Adewumi, et al., 2024, 

Aniebonam, 2024, Ikese, et al., 2024, Ofodile, et al., 2024). 

Organizations attempting to control these costs must adopt 

strategies such as intelligent filtering, log deduplication, data 

compression, and selective ingestion of high-priority events, 

but these approaches risk missing subtle indicators of 

compromise if not carefully managed. 

Another major limitation in the integration of SIEM systems 

with AWS infrastructures involves the gaps in coverage for 

serverless and containerized environments, such as AWS 

Lambda, Amazon Elastic Container Service (ECS), and 

Amazon Elastic Kubernetes Service (EKS). Serverless 

computing introduces unique visibility challenges because 

there are no persistent host operating systems to monitor, 

and execution environments are ephemeral, often existing 

only for a few milliseconds (Akinyemi & Salami, 2023, 

Attah, Ogunsola & Garba, 2023, Otokiti, 2023). Traditional 

SIEM models, which rely heavily on host-based agents or 

persistent network monitoring, struggle to adapt to these 

paradigms. Capturing security telemetry from AWS Lambda 

functions typically requires integrating with CloudWatch 

Logs or instrumenting functions to emit custom security-

related metrics, but this approach can be incomplete or miss 

fine-grained execution details critical for threat detection. 

Similarly, containerized environments running on ECS or 

EKS present their own set of challenges. Containers are 

lightweight, transient, and often orchestrated at scale, 

making it difficult to maintain comprehensive visibility 

without deploying container-aware monitoring solutions. 

SIEM systems that are not natively designed for container 

telemetry may lack the ability to correlate events across 

container lifecycles, microservices communications, and 

Kubernetes control plane activities (Adisa, Akinyemi & 

Aremu, 2019, Akinyemi, Ogundipe & Adelana, 2021, 

Kolade, et al., 2021). Moreover, containerized workloads 

generate an overwhelming volume of telemetry, requiring 

security teams to distinguish between benign orchestration 

noise and meaningful security signals. For example, 

distinguishing between legitimate Kubernetes API server 

interactions and malicious privilege escalation attempts 

within an EKS cluster demands deep contextual 

understanding that many SIEM platforms are only beginning 

to develop. 

Compounding the coverage challenges in serverless and 

containerized contexts is the lack of standardized logging 

schemas across AWS services and workloads. Lambda 

function logs, container logs, and traditional EC2 instance 

logs often vary significantly in format and content, 

complicating normalization, enrichment, and correlation 

efforts. As a result, security teams must invest considerable 

effort in creating custom parsers, field mappings, and 

correlation rules to bridge the visibility gaps and achieve 

effective monitoring across all layers of their AWS 

environments (Akinyemi & Ogundipe, 2023, Aniebonam, et 

al., 2023, George, Dosumu & Makata, 2023). 

Beyond scalability and coverage issues, SIEM deployments 

in AWS also face significant challenges related to data 

privacy and compliance constraints. Regulations such as the 

General Data Protection Regulation (GDPR) in Europe and 

the Health Insurance Portability and Accountability Act 

(HIPAA) in the United States impose stringent requirements 

on how personal data and sensitive health information are 

collected, processed, stored, and transmitted. Since SIEM 

systems aggregate vast amounts of log data, including 

potentially sensitive information about users, applications, 

and network activities, ensuring compliance with these 

regulations is both critical and complex (Ige, et al., 2022, 

Ogunyankinnu, et al., 2022). 

One primary concern is the inadvertent capture of personally 

identifiable information (PII) within security logs. For 

instance, API calls recorded by AWS CloudTrail might 

contain usernames, email addresses, IP addresses, or other 
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identifiers that qualify as PII under GDPR. If such logs are 

ingested into SIEM platforms without appropriate data 

masking, anonymization, or access controls, organizations 

risk violating privacy regulations (Adepoju, et al., 2022, 

Francis Onotole, et al., 2022). Implementing safeguards 

such as tokenization, encryption at rest and in transit, strict 

access controls, and role-based access to log data is 

essential, but it adds to the operational complexity and 

performance overhead of SIEM systems. 

Furthermore, regulations often impose data residency 

requirements, mandating that certain types of data must 

remain within specific geographic jurisdictions. In a multi-

region AWS architecture where logs are centralized into a 

global SIEM platform, ensuring compliance with these 

requirements becomes challenging. Organizations must 

design architectures that either segregate log data by region 

or implement fine-grained controls to prevent unauthorized 

cross-border data flows, which may necessitate deploying 

regional SIEM instances or utilizing AWS services such as 

Amazon Macie to detect and classify sensitive data 

(Adepoju, et al., 2023, Attah, Ogunsola & Garba, 2023, 

Hussain, et al., 2023). 

Compliance auditing also introduces additional burdens. 

Organizations subject to GDPR, HIPAA, PCI DSS, or other 

standards must demonstrate that their SIEM integrations 

maintain data integrity, provide tamper-evident logging, and 

ensure secure audit trails. Achieving these outcomes 

demands implementing cryptographic controls such as 

digital signatures and immutable storage mechanisms like 

AWS S3 Object Lock. These measures, while enhancing 

compliance posture, add further cost and architectural 

complexity to SIEM deployments in AWS environments 

(Adepoju, et al., 2023, Lawal, et al., 2023, Ugbaja, et al., 

2023). 

The shared responsibility model in AWS also complicates 

compliance for SIEM systems. While AWS manages the 

security of the cloud infrastructure itself, customers remain 

responsible for securing their applications, data, and 

configuration of AWS services. Misunderstandings or 

misapplications of this model can lead to gaps where 

sensitive log data is improperly exposed or compliance 

obligations are inadvertently unmet. Thus, maintaining an 

effective SIEM deployment that satisfies regulatory 

requirements necessitates not only technical solutions but 

also robust governance, clear policies, and regular audits. 

In summary, while SIEM integration with AWS 

infrastructures offers powerful capabilities for threat 

detection and security monitoring, it is not without 

significant challenges and limitations. Scalability and cost 

issues demand careful architectural planning and ongoing 

optimization to prevent budget overruns. Gaps in visibility 

for serverless and containerized environments require 

specialized monitoring strategies and advanced telemetry 

integration to achieve full security coverage (Adepoju, et al., 

2023, Hussain, et al., 2023, Ugbaja, et al., 2023). Finally, 

data privacy and compliance constraints impose stringent 

requirements on how security data is collected, processed, 

and stored, mandating strong governance and technical 

safeguards. As cloud environments continue to grow in scale 

and complexity, addressing these challenges will be crucial 

for organizations seeking to maximize the value of their 

SIEM investments while maintaining robust security 

postures and regulatory compliance. 

 

2.7 Best Practices for SIEM Deployment in AWS 

Implementing a Security Information and Event 

Management (SIEM) solution in an AWS environment 

requires more than simply deploying a tool and ingesting log 

data. To maximize effectiveness and minimize operational 

costs, organizations must follow best practices that address 

the unique characteristics of AWS infrastructure. 

Architecting efficient and cost-effective SIEM integrations 

begins with designing for scalability, selective data 

ingestion, and intelligent event prioritization (Ige, et al., 

2022, Ogunyankinnu, et al., 2022). Given the volume and 

velocity of data generated in cloud-native architectures, 

indiscriminate ingestion of all logs into the SIEM platform 

can quickly lead to overwhelming costs and performance 

bottlenecks. Organizations should adopt a strategic 

approach, identifying critical log sources necessary for 

security visibility—such as AWS CloudTrail, GuardDuty 

findings, VPC Flow Logs, AWS Config, and key application 

logs—while deprioritizing or sampling less critical 

telemetry. 

An effective practice involves setting up a centralized 

logging architecture using Amazon S3 buckets, AWS 

Kinesis Data Firehose, or AWS CloudWatch Logs to 

aggregate, preprocess, and selectively forward security-

relevant events to the SIEM platform. Pre-processing 

pipelines can include normalization, enrichment, and 

deduplication stages, reducing the ingestion volume and 

enhancing the analytical value of the logs that are ultimately 

stored in the SIEM (Adepoju, et al., 2022, Francis Onotole, 

et al., 2022). Additionally, organizations should implement 

tiered storage strategies, retaining high-value log data in 

primary SIEM storage for rapid access while offloading 

older or lower-priority data to cost-efficient archival storage 

solutions such as Amazon S3 Glacier. Cost forecasting, 

budgeting for log growth, and continuously monitoring 

ingestion patterns are crucial elements for keeping SIEM 

operations sustainable over time. 

Leveraging AWS-native services alongside third-party 

SIEM platforms is another best practice that allows 

organizations to optimize visibility while maintaining 

operational agility. AWS provides an array of powerful 

security services that can complement and augment third-

party SIEM solutions. For instance, Amazon GuardDuty 

delivers intelligent threat detection based on machine 

learning and threat intelligence feeds and can generate 

findings that are natively consumable by most SIEM 

platforms (Adepoju, et al., 2023, Attah, Ogunsola & Garba, 

2023, Hussain, et al., 2023). AWS Security Hub aggregates 

security alerts across multiple AWS accounts and services, 

offering a consolidated view of security posture that can be 

forwarded to a SIEM for deeper analysis and cross-

correlation with on-premises or multi-cloud telemetry. 

Integrating Amazon Macie for sensitive data discovery, 

AWS Inspector for vulnerability management, and AWS 

CloudTrail Lake for advanced audit event analytics can 

further enhance the effectiveness of a SIEM solution 

without unnecessarily replicating functionality. These 

services allow organizations to maintain a layered security 

model where AWS-native capabilities provide continuous 

monitoring and alerting, while the SIEM platform focuses 

on advanced correlation, incident investigation, forensic 

analysis, and long-term compliance reporting (Adepoju, et 

al., 2023, Lawal, et al., 2023, Ugbaja, et al., 2023). This 
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division of labor reduces the ingestion burden on the SIEM 

and improves the overall return on investment by ensuring 

that only enriched, high-fidelity security events are escalated 

for centralized analysis. 

Continuous tuning and alert optimization are essential 

practices for maintaining an effective SIEM deployment in 

AWS. The dynamic nature of cloud environments, 

characterized by frequent infrastructure changes, new 

service adoptions, and evolving threat landscapes, 

necessitates regular tuning of detection rules, correlation 

logic, and alert thresholds. Without such tuning, SIEM 

platforms can quickly devolve into sources of alert fatigue, 

inundating security operations teams with large volumes of 

false positives and low-priority notifications that obscure 

genuine threats (Adepoju, et al., 2023, Hussain, et al., 2023, 

Ugbaja, et al., 2023). Organizations must implement a 

feedback-driven process where alerts are continuously 

evaluated for accuracy, relevance, and actionability. 

Key strategies for tuning include implementing dynamic 

baselining, where the SIEM continuously learns normal 

patterns of activity and adjusts anomaly detection thresholds 

accordingly, and applying contextual enrichment to alerts to 

provide immediate insights into severity and potential 

impact. It is also recommended to establish an alert 

prioritization framework that categorizes incidents based on 

risk, business criticality, and compliance obligations, 

ensuring that high-severity alerts are triaged and addressed 

with urgency (Akinyemi & Ebiseni, 2020, Austin-Gabriel, et 

al., 2021, Dare, et al., 2019). SIEM tuning should be treated 

as an ongoing operational process, with scheduled reviews 

aligned to change management activities, architectural 

updates, and threat landscape assessments. 

Alignment with established security standards such as the 

National Institute of Standards and Technology (NIST) 

Cybersecurity Framework (CSF), the Center for Internet 

Security (CIS) AWS Foundations Benchmark, and the 

International Organization for Standardization (ISO) 27001 

provides a strong foundation for building and maintaining 

robust SIEM integrations in AWS environments. These 

frameworks offer structured, industry-validated guidance on 

essential security controls, incident response processes, and 

monitoring practices, helping organizations systematically 

improve their cloud security postures and SIEM 

effectiveness. 

The NIST CSF emphasizes core functions such as Identify, 

Protect, Detect, Respond, and Recover, all of which align 

directly with SIEM capabilities. By mapping SIEM use 

cases to these functions, organizations can ensure 

comprehensive security coverage (Adeniran, Akinyemi & 

Aremu, 2016, Ilori & Olanipekun, 2020, James, et al., 

2019). For example, using SIEMs to monitor IAM changes 

supports the Identify and Protect functions, while correlation 

of GuardDuty findings aligns with Detect, and automated 

incident response playbooks connect with Respond and 

Recover. Regularly reviewing SIEM rules and coverage 

against NIST CSF guidelines ensures that the security 

monitoring program evolves alongside business and 

technology changes. 

Similarly, the CIS AWS Foundations Benchmark provides 

prescriptive best practices for securing AWS environments, 

including controls such as enabling CloudTrail in all 

regions, configuring log metric filters and alarms, and 

restricting public access to S3 buckets. A well-integrated 

SIEM platform should continuously validate compliance 

with these controls, flagging deviations and facilitating rapid 

remediation (Akinyemi & Ezekiel, 2022, Attah, et al., 

2022). CIS-aligned dashboards and reporting templates 

within the SIEM can streamline compliance audits, reduce 

manual effort, and demonstrate security posture 

improvements over time. 

ISO 27001, as an international standard for information 

security management systems (ISMS), adds another layer of 

governance and operational rigor to SIEM deployments. 

SIEM integration aligned with ISO 27001 principles ensures 

that log collection, monitoring, and analysis processes are 

embedded into broader organizational security policies, risk 

management frameworks, and continuous improvement 

initiatives. Organizations pursuing ISO 27001 certification 

can leverage their SIEM systems as central evidence 

repositories, showcasing systematic risk identification, 

incident management, and audit trail maintenance 

(Akinyemi & Abimbade, 2019, Lawal, Ajonbadi & Otokiti, 

2014, Olanipekun & Ayotola, 2019). 

Collectively, aligning SIEM practices with these 

frameworks not only strengthens security effectiveness but 

also enhances organizational credibility with stakeholders, 

partners, regulators, and customers. It demonstrates a 

proactive commitment to security governance, risk 

management, and compliance, crucial in sectors such as 

finance, healthcare, and critical infrastructure where 

regulatory scrutiny is particularly high. 

In conclusion, best practices for SIEM deployment in AWS 

center around designing scalable, cost-effective ingestion 

architectures, leveraging AWS-native security services to 

complement third-party SIEM platforms, continuously 

tuning detection and alerting mechanisms, and aligning 

operations with established security frameworks such as 

NIST CSF, CIS AWS Foundations Benchmark, and ISO 

27001. Organizations that follow these best practices can 

achieve high-fidelity threat detection, efficient incident 

response, sustainable cost models, and strong compliance 

postures, ensuring that their AWS environments remain 

resilient against a constantly evolving threat landscape 

(Chukwuma-Eke, Ogunsola & Isibor, 2022, Olojede & 

Akinyemi, 2022). As cloud adoption accelerates and 

cybersecurity threats grow more sophisticated, adherence to 

these practices will be essential for maintaining effective 

and future-proof SIEM operations in AWS infrastructures. 

 

2.8 Future Research Directions 

As cloud computing environments such as AWS continue to 

evolve rapidly, the integration of Security Information and 

Event Management (SIEM) systems faces new challenges 

and opportunities that demand advanced research and 

innovation. Traditional SIEM models, although effective in 

many scenarios, are increasingly stretched by the dynamic, 

elastic, and ephemeral nature of modern cloud-native 

architectures. One promising area for future research 

involves the development of adaptive, AI-driven SIEM 

models specifically tailored for cloud-native security 

(Ajonbadi, et al., 2014, Lawal, Ajonbadi & Otokiti, 2014). 

Unlike traditional systems that rely heavily on static 

correlation rules and manual tuning, adaptive SIEMs would 

leverage artificial intelligence and machine learning to 

autonomously learn from environment-specific telemetry, 

adjusting detection strategies dynamically as cloud 

resources and behaviors change. Such models could 

automatically baseline normal user and system behavior in 
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serverless environments, adapt to new services or 

configurations without human intervention, and 

continuously refine anomaly detection algorithms based on 

evolving threat intelligence and operational data. 

An AI-driven SIEM for AWS environments would also 

benefit from incorporating reinforcement learning, where 

models improve over time by receiving feedback from 

security analysts’ responses to alerts. For instance, if 

analysts consistently dismiss certain types of alerts as false 

positives, the system could learn to deprioritize similar 

future events, while promoting new alert patterns that 

correlate with true incidents. Furthermore, future SIEM 

models could integrate natural language processing (NLP) 

capabilities to interpret unstructured log data, incident 

reports, and threat intelligence feeds, enhancing their ability 

to detect complex multi-stage attack chains that span across 

API calls, authentication attempts, and network anomalies 

(Akinyemi, 2013, Nwabekee, et al., 2021, Odunaiya, 

Soyombo & Ogunsola, 2021). The potential of AI to 

revolutionize SIEM functionality in the cloud is immense, 

but realizing this potential will require extensive research 

into explainable AI (XAI) to ensure that automated 

detections and decisions remain transparent and 

understandable to human operators. 

Another critical direction for future research involves 

innovations in log correlation specifically optimized for 

serverless and microservices architectures. The rise of AWS 

Lambda, ECS, EKS, Fargate, and API Gateway has 

introduced new monitoring and correlation challenges, as 

traditional host-centric models of logging and event analysis 

are ill-suited for these decentralized, transient workloads. 

Research is needed to develop correlation frameworks that 

can map ephemeral execution contexts, such as a single 

AWS Lambda invocation or a short-lived container, to 

persistent identities, risk profiles, and attack narratives 

(Akinyemi & Oke-Job, 2023, Austin-Gabriel, et al., 2023, 

Chukwuma-Eke, Ogunsola & Isibor, 2023). This would 

involve designing new metadata tagging strategies at the 

point of log generation, enabling SIEM platforms to trace 

causality and lineage between distributed microservices 

interactions across thousands or millions of events. 

Future innovations could include event tracing technologies 

that extend AWS X-Ray-like telemetry into the security 

monitoring domain, allowing SIEM systems to visualize and 

analyze entire serverless application workflows in real time 

for signs of compromise or deviation from expected 

behaviors. Context-aware correlation engines that can 

differentiate between legitimate operational bursts—such as 

an auto-scaling event during a product launch—and 

suspicious patterns such as a sudden spike in privilege 

escalations would greatly enhance the signal-to-noise ratio 

in SIEM outputs. Furthermore, correlating logs across 

hybrid environments, where serverless workloads in AWS 

interact with traditional on-premises or multi-cloud systems, 

presents a formidable but important research frontier 

(Akinyemi, 2018, Olaiya, Akinyemi & Aremu, 2017, 

Olufemi-Phillips, et al., 2020). Future frameworks must 

facilitate seamless integration of disparate telemetry sources, 

standardize event formats across services and vendors, and 

dynamically construct attack timelines that span diverse 

execution environments. 

Cost and performance optimization techniques for SIEM 

operations in AWS represent another area where substantial 

research is urgently needed. As discussed previously, 

traditional SIEM pricing models based on data ingestion and 

storage volumes are increasingly misaligned with the 

realities of high-velocity cloud environments. Research 

efforts could focus on developing intelligent data tiering 

strategies, where only security-critical or anomaly-tagged 

events are retained in high-cost, low-latency SIEM storage, 

while benign or low-priority events are archived in cost-

efficient object storage solutions like Amazon S3 Glacier 

Deep Archive (Ajonbadi, et al., 2015, Akinyemi & 

Ojetunde, 2020, Olanipekun, 2020, Otokiti, 2017). Machine 

learning algorithms could assist in real-time classification of 

log events based on risk scores, relevance to known threat 

models, or compliance requirements, optimizing both 

storage utilization and analyst focus. 

Additionally, edge processing paradigms could be explored, 

wherein initial event analysis, correlation, and enrichment 

are performed close to the data source using AWS services 

like Lambda@Edge or lightweight container-based analytics 

pipelines, thus reducing the volume of raw data that needs to 

be transmitted to central SIEM repositories. Such an 

approach could significantly lower data egress costs, reduce 

latency in detection pipelines, and improve the scalability of 

SIEM deployments (Abimbade, et al., 2016, Akinyemi & 

Ojetunde, 2019, Olanipekun, Ilori & Ibitoye, 2020). 

Research into streamlining SIEM query performance 

through indexing optimizations, dynamic schema 

adjustments, and machine learning-driven query 

acceleration could further contribute to ensuring that large-

scale AWS SIEM deployments remain performant and 

responsive even as data volumes continue to grow 

exponentially. 

Serverless SIEM architectures, where the core SIEM 

functions themselves—such as ingestion, correlation, 

alerting, and visualization—are distributed across AWS 

serverless services like Lambda, Step Functions, 

DynamoDB, and Athena, present a particularly interesting 

research opportunity. Such architectures could offer 

unprecedented scalability and cost efficiency by allowing 

SIEM processing to elastically scale in response to actual 

event loads, while minimizing idle resource costs associated 

with traditional server-based SIEM deployments (Aina, et 

al., 2023, Dosumu, et al., 2023, Odunaiya, Soyombo & 

Ogunsola, 2023). However, realizing serverless SIEM 

models requires overcoming significant technical hurdles, 

including cold start latencies, inter-service integration 

complexity, and new models of ensuring data consistency 

and transaction integrity across stateless compute functions. 

Another cost optimization area deserving research attention 

is the selective integration of AWS-native services and 

third-party SIEMs. Instead of ingesting raw logs directly 

into expensive SIEM platforms, organizations could use 

AWS-native analytics tools such as CloudTrail Lake, 

CloudWatch Logs Insights, and Athena to perform first-

level filtering and enrichment, forwarding only high-

confidence findings into the SIEM. Research could evaluate 

the trade-offs between detection latency, depth of analysis, 

and operational cost across different hybrid architectures 

combining native AWS capabilities and third-party SIEM 

solutions (Akinyemi, Adelana & Olurinola, 2022, Ibidunni, 

et al., 2022, Otokiti, et al., 2022). 

Furthermore, future research should also explore the 

regulatory and ethical dimensions of AI-driven SIEM in 

cloud environments. As more detection and response 

decisions become automated, it is essential to ensure that 
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privacy, fairness, and accountability considerations are built 

into the underlying algorithms. Research into privacy-

preserving security analytics, where sensitive data is 

monitored for threats without compromising confidentiality, 

could be vital for balancing security and compliance 

objectives in industries such as healthcare, finance, and 

critical infrastructure (Chukwuma-Eke, Ogunsola & Isibor, 

2022, Muibi & Akinyemi, 2022). 

Finally, resilience and adversarial resistance of AI-driven 

SIEM models must be a major research focus. Attackers will 

increasingly attempt to poison machine learning models by 

injecting misleading data, causing evasion of detection or 

triggering false alarms. Research into robust learning 

techniques, adversarial training, and detection of model drift 

will be critical to ensure that next-generation SIEM systems 

remain trustworthy and effective even in hostile operational 

environments (Akinyemi & Aremu, 2010, Nwabekee, et al., 

2021, Otokiti & Onalaja, 2021). 

In conclusion, the future of SIEM integration in AWS-based 

infrastructures hinges on advances across multiple 

dimensions: the development of adaptive, AI-driven SIEM 

models tailored for dynamic cloud environments; 

innovations in log correlation methods suited for serverless 

and microservices architectures; and breakthrough cost and 

performance optimization strategies that make large-scale 

SIEM operations sustainable and efficient (Adediran, et al., 

2022, Babatunde, Okeleke & Ijomah, 2022). By addressing 

these research challenges, the cybersecurity community can 

equip organizations with the tools needed to maintain 

strong, proactive defenses in increasingly complex and fast-

evolving AWS ecosystems. 

 

2.9 Conclusion 

The systematic review of SIEM integration for threat 

detection and log correlation in AWS-based infrastructure 

has illuminated the critical role that SIEM systems play in 

maintaining security, compliance, and operational resilience 

within cloud environments. Through a comprehensive 

analysis, this review has highlighted how SIEM platforms 

empower organizations to aggregate disparate security logs, 

detect complex threats through correlation and anomaly 

analysis, and enable rapid incident response by providing 

real-time visibility across dynamic AWS deployments. Key 

findings demonstrate that while AWS offers a rich set of 

native security services such as GuardDuty, CloudTrail, 

Security Hub, and CloudWatch, the integration of these 

services into centralized SIEM architectures significantly 

enhances the ability to perform deep analytics, advanced 

threat hunting, and compliance reporting. Furthermore, it 

was observed that effective SIEM integration requires 

addressing significant challenges related to scalability, cost 

management, visibility gaps in serverless and containerized 

environments, and data privacy constraints imposed by 

regulations like GDPR and HIPAA. 

For cybersecurity practitioners and cloud architects, these 

findings underscore the necessity of adopting a strategic, 

architecture-aware approach to SIEM deployment in AWS 

environments. It is not sufficient to merely forward all logs 

into a SIEM platform; rather, successful security operations 

depend on intelligent data selection, normalization, 

enrichment, and prioritization to manage costs and enhance 

detection fidelity. Cloud architects must design centralized, 

scalable log aggregation pipelines using services like S3, 

Kinesis, and CloudWatch, while cybersecurity teams must 

continuously tune detection rules and leverage AWS-native 

threat intelligence sources to optimize threat coverage. 

Practitioners must also be acutely aware of the limitations in 

monitoring serverless and microservices workloads, 

adopting specialized telemetry strategies that capture 

ephemeral execution behaviors and trace distributed system 

interactions. Importantly, aligning SIEM practices with 

established frameworks such as the NIST Cybersecurity 

Framework, CIS AWS Foundations Benchmark, and ISO 

27001 ensures that security monitoring programs are not 

only operationally effective but also auditable and compliant 

with industry best practices. 

Based on the findings of this review, several final 

recommendations are proposed to guide effective SIEM 

integration in AWS-based infrastructures. Organizations 

should architect scalable, cost-optimized ingestion and 

storage architectures that balance visibility with 

sustainability, employing preprocessing and intelligent event 

filtering to manage high-velocity data streams. They should 

leverage AWS-native security services in tandem with third-

party SIEM solutions to maximize coverage while 

minimizing unnecessary duplication of functionality. 

Continuous tuning of detection logic and alert prioritization 

must be institutionalized as a core operational process, 

adapting security monitoring to evolving cloud 

environments and threat landscapes. Furthermore, 

investment in AI-driven, adaptive SIEM models that can 

autonomously learn and adjust to cloud dynamics will be 

essential for future-proofing security operations. As AWS 

environments grow increasingly complex and as adversaries 

become more sophisticated, a disciplined, strategic, and 

forward-looking approach to SIEM integration will be 

critical for maintaining robust cloud security postures and 

ensuring the trust and resilience of digital enterprises. 
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