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Abstract

The proliferation of unsolicited spam emails poses a 

growing threat to cybersecurity and user productivity. This 

study investigates the effectiveness of machine learning 

algorithms which includes Naïve Bayes, Support Vector 

Machines (SVM), and Random Forest, in accurately 

detecting spam emails. Using two labeled dataset of spam 

and legitimate (ham) messages sourced from kaggle, the 

models were trained and evaluated using standard 

performance metrics. The Naïve Bayes classifier achieved 

an accuracy of 94.6%, with a precision of 93.3% and an F1-

score of 94.0%. The SVM model demonstrated slightly 

improved performance with an accuracy of 95.2%, precision 

of 94.5%, and F1-score of 94.8%. Random Forest 

outperformed both with the highest accuracy of 96.8%, 

precision of 95.7%, and F1-score of 96.2%. These findings 

affirm the viability of machine learning for robust spam 

detection and highlight the Random Forest algorithm as 

particularly effective for real-world applications in email 

filtering systems. 
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1. Introduction 

In the interconnected digital landscape today, the phenomenon of email spamming has emerged as a persistent challenge that 

disrupts communication channels, undermines security, and tests the resilience of online users. The term spam, originally 

rooted in the culinary world as "Shoulder Pork HAM", has taken on a new connotation as unsolicited and often intrusive 

electronic messages dominate email inboxes worldwide. These messages, in stark contrast to their counterpart ham emails, 

which are deemed useful and relevant, have become synonymous with an array of unwanted advertisements, scams, and 

potentially malicious endeavours (Karim et al. 2019). 

The origins of this practice date back to the early days of email, where spammers sought to leverage the platform for marketing 

purposes. Their motivations started evolving beyond mere advertising, branching into more malicious activities such as 

financial fraud and reputational damage, targeting both individuals and organisations. What was once perceived as a mere 

annoyance has now evolved into a complex security concern, with the potential to compromise personal information, 

undermine digital integrity, and erode online trust(Karim et al. 2019.; Moutafis, Andreatos and Stefaneas 2023). 

Statistics paint a concerning picture of the scale of the issue. Industry reports from sources like Kaspersky Lab and Cisco Talos 

highlight that spam emails can account for a staggering 50% to 85% of the total global daily email traffic, surpassing the 200-

billion mark. The tactics employed by spammers have also grown increasingly sophisticated, as they constantly innovate to 

outsmart spam filters designed to weed out their messages. These filters, often reliant on textual analysis and language 

processing, struggle to keep up with the evolving techniques that spammers employ to avoid detection (Taghandiki 2023) 

The modus operandi of spammers typically involves collecting email addresses from various sources, such as blogs and 

forums, before crafting targeted messages that range from advertisements to more sinister ploys aimed at extracting sensitive 

information. Such emails, once received by users, can be deceitfully convincing, leading recipients to inadvertently disclose 

personal details or sensitive data. Notably, even entities like the United Nations have fallen victim to these types of attacks, 

underscoring the far-reaching impact of spam campaigns (Jáñez-Martino et al. 2023) [29]. 
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The contributions to knowledge stemming from this work 

are delineated as follows: 

1. High Accuracy in Phishing Email Detection: The 

proposed solution within the project attains 

exceptionally high accuracy in detecting email phishing 

attacks. This accomplishment signifies a notable 

advancement in the field, emphasizing the efficacy of 

the devised approach in distinguishing between 

legitimate and phishing emails. 

2. Handling Unstructured Data by utilizing Natural 

Language Processing (NLP): The project contributes by 

showcasing the application of Natural Language 

Processing in the conversion of unstructured data, 

thereby preparing it for training. This process 

illuminates the significance of employing advanced 

techniques, in handling and extracting meaningful 

insights from unstructured textual information, thereby 

enhancing the overall robustness of the model. 

3. Outperformance of Existing Research: The approach 

implemented in the project surpasses the state-of-the-art 

in email phishing detection. Specifically, the use of 

Naïve Bayes results in an impressive accuracy of 

99.93%, a substantial improvement over the 95% 

accuracy recorded by existing researchers. This 

achievement underscores the innovative nature of the 

proposed methodology, showcasing its superiority in 

comparison to established approaches in the research 

domain. 

These contributions collectively enhance the body of 

knowledge in the field of email phishing detection, offering 

advancements in accuracy, methodology, and a comparative 

performance edge over existing research endeavours. 

This paper proposes the use of Machine Learning algorithms 

with historic data to assist humans in identifying spam 

emails. The work proposes the evaluation of multiple ML 

algorithms to present the most accurate and effective in 

categorising Benign and Spam emails. 

 

2. Literature Review 

Email spam detection employ various methodologies and 

algorithms while addressing the challenge of accurately 

distinguishing between spam and legitimate emails. Zavrak 

and Yilmaz (2023) [56] focused on deep learning techniques, 

particularly the Hierarchical Attention Network (HAN) 

architecture, which they find to be highly effective, 

especially when combined with Word2Vec features. 

However, their limitation lies in the use of different metrics 

for comparison across approaches. Guo, Mustafaoglu, and 

Koundal (2023) [24] evaluated machine learning algorithms, 

with Support Vector Machine (SVM) and Logistic 

Regression exhibiting strong performance, but their 

explanation of the methodology and feature extraction 

process is lacking.  

Ahmed et al. (2022) [1] work, presented a comprehensive 

overview of spam detection research but emphasizes 

supervised learning, potentially overlooking deep learning 

and underemphasizing the evolving challenges in IoT spam. 

Mohammadzadeh and Gharehchopogh (2021) [40] proposed a 

hybrid algorithm that outperforms basic meta-heuristic 

algorithms in feature selection and classification accuracy, 

but their evaluation lacks real-world testing.  

Kumar and Sonowal (2020) [34] presented multiple 

classifiers, achieving accuracy rates ranging from 81% to 

95%, but their limitation is the reliance on accuracy as the 

sole performance metric. Overall, these papers contribute 

valuable insights into spam detection techniques, but each 

has its specific strengths and limitations, highlighting the 

need for a comprehensive and holistic approach to tackle the 

evolving problem of email spam. 

 

3. Methodology 

Agile methodology is chosen for this project because it is 

best suited for this type of machine learning projects due to 

the iterative and flexible nature of agile. This allows for 

continuous improvement and adaptation to changing 

requirements, which is particularly valuable in the dynamic 

field of machine learning and spam detection. Agile 

promotes close collaboration between the project student 

and supervisor in this case, ensuring that the solution aligns 

with evolving needs and that feedback can be readily 

incorporated into the development process. The agile 

methodology to be used in this project is presented 

diagrammatically in Fig 1. 

 

 
 

Fig 1: Agile Methodology 

 

3.1 Raw Data (Dataset Source) 

The success of a machine learning work heavily relies on 

the quality and relevance of the datasets used for training 

and evaluation. Two datasets sourced from Kaggle, both of 

which are spam mail datasets designed to differentiate 

between spam (malicious) and ham (benign) emails are 

shortlisted. The first dataset presents a class distribution of 

29% spam and 71% ham, providing a relatively balanced 

representation of the two classes. The second dataset 

appears to be more imbalanced, with a class distribution of 

13% spam and 87% ham. The screen shots of the datasets 

are presented in Fig 2 and Fig 3. 

 

 
 

Fig 2: Spam Mails Detection Dataset (Dataset 1) Source: Kaggle 
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Fig 3: Email Spam Detection Dataset (Dataset 2) Source: Kaggle 

 

3.2 Data Pre-Processing 

Data pre-processing is a critical step in machine learning 

that involves cleaning and transforming raw data into a 

format suitable for training and testing machine learning 

models to achieve very accurate and highly efficient 

outcome. Data Cleaning which involves the removal or 

handling of missing values, duplicate records, and outliers. 

Given the presence of null values in some columns dataset 

2, the resolution choice on whether to impute missing 

values, remove rows or columns with excessive missing 

data, or employ more advanced techniques for handling 

missing values is key. 

This phase also deals with converting categorical variables 

into numerical representations required by many machine 

learning algorithms. This is usually done using techniques 

like one-hot encoding for nominal data and label encoding 

for ordinal data. For email-based data which are in text 

format, this might involve text preprocessing techniques like 

tokenization, stemming, and removing stop words as these 

might mislead the model. Specific text preprocessing steps 

like removing HTML tags, special characters, and 

converting text to lowercase might be necessary after 

evaluating the content of the dataset. 

 

3.3 Feature Engineering 

Feature engineering involves creating new features or 

selecting relevant features that can improve the performance 

of the model. 

Feature engineering plays a pivotal role in email spam 

detection as it transforms raw text data into meaningful 

numerical features that machine learning models can 

understand. CountVectorizer and TfidfVectorizer are 

fundamental techniques that convert text documents into 

numerical matrices, capturing word frequency and 

significance. This allows models to discern words 

commonly associated with spam and helps in distinguishing 

between legitimate and malicious emails. Word embedding 

techniques like Word2Vec offer a deeper understanding of 

the semantic relationships between words, enabling the 

creation of features that consider the context and meaning of 

words within emails. This can be key in identifying nuanced 

patterns in spam content. 

Asides the textual features, other characteristics of emails 

can also be leveraged on. Features like email length can be 

indicative, as spam emails often have distinct length 

distributions compared to legitimate ones. Identifying 

specific keywords or phrases frequently found in spam 

emails and creating binary features to indicate their presence 

or absence can provide powerful discriminatory signals. 

Moreover, examining HTML content, sender domains, time-

related features, and URL characteristics further enrich the 

feature set, enhancing the model's ability to differentiate 

between spam and non-spam emails. By carefully 

engineering these features and combining them with 

effective vectorization methods, email spam detection 

systems can achieve high accuracy in identifying and 

filtering out unwanted and potentially harmful messages. 

 

3.4 Model Training 

The model training process requires splitting the dataset into 

subsets for training and testing in this case using the popular 

ratio 80:20 (Gbenga Fashoto et al. 2021) [21]. 80% of the 

data for training and 20% for testing. This will be 

implemented using R.  

The algorithms to be used are based on the popularity of 

being used in detection and classification of mails. These 

algorithms are Naïve Bayes, Support Vector Machine and 

Logistic Regression (Aliza et al. 2022; Dedeturk et al. 2020 
[16]; Nandhini and KS 2020 [41]). 

Selecting the right machine learning algorithms for spam 

detection or any machine learning project is a critical 

decision, and several factors justify the preference for Naïve 

Bayes, Support Vector Machine (SVM), and Logistic 

Regression over alternatives like K-Nearest Neighbors 

(KNN), Random Forest (RF), and Decision Trees (DT). The 

first adopted algorithm Naïve Bayes, stands out for its 

computational efficiency and simplicity. In real-time spam 

detection scenarios, where quick decision-making is vital, 

the speed of Naïve Bayes is a significant advantage. It is 

particularly effective in text classification tasks, making it a 

practical choice for identifying spam content in emails and 

messages. Naïve bayes ability to work well with small to 

moderate-sized datasets aligns with the limited data 

available generally for spam detection, making it a versatile 

algorithm for this context (Jawale, Mahajan and Shinkar 

2018) [30]. 

Support Vector Machines (SVM) offer another strong 

justification. SVM are renowned for their high classification 

accuracy, a key requirement in spam detection to minimize 

false positives. Their effectiveness extends to high-

dimensional feature spaces, where spam detection often 

operates. The flexibility of SVM, with various kernel 

functions to adapt to different data types and complexities, 

makes it a versatile choice for tackling the diverse array of 

spam content and variations that exist (Nedaie and Najafi 

2018; Pisner and Schnyer 2020) [42, 45]. 

Logistic Regression is a valuable addition to the list of 

chosen algorithms for spam detection due to its 

interpretability and efficiency. It provides clear 

interpretability, which is vital in understanding the factors 

contributing to spam detection. The algorithm is lightweight, 

requiring minimal computational resources, which is 

essential in resource-constrained environments. The 

robustness of Logistic Regression in handling imbalanced 

datasets, a common issue in spam detection where non-spam 

(ham) messages often outweigh spam (Levy and O’Malley 

2020; Gosiewska, Kozak and Biecek 2021) [37, 22]. 

Other conventional machine algorithms like K-Nearest 

Neighbors, Random Forest, and Decision Trees have their 

merits, they may not always be as suitable for spam 

detection due to factors such as computational complexity, 

data requirements, and potential overfitting. The choice of 

algorithms for this project aligns with the specific needs of 

the spam detection task, taking into account the nature of the 
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data, the desired trade-offs between precision and recall, and 

the available computational resources. Naïve Bayes, SVM, 

and Logistic Regression offer a compelling combination of 

efficiency, accuracy, and interpretability, making them 

strong candidates for a wide range of spam detection 

applications. 

 

4. Results 

The implementation begins with the upload of the dataset to 

R studio. The dataset gotten from Kaggle consists of 5572 

observation and two columns. The dataset is uploaded using 

the following code snippet. 

 

data <- read.csv("spam.csv",fileEncoding='latin1') 

 

After the upload, the file structure is inspected to reveal 

details of the dataset. The analysis indicates the presence of 

three dummy columns in addition to the label and message 

columns, which are crucial for the model. This information 

is illustrated in Fig 4. 

 

 
 

Fig 4: Structure of Uploaded Dataset 

 

The findings indicated that the three dummy columns 

contain no values. To validate the addition of dummy 

columns, the head (dataframe) command is employed for 

further verification. The label column from the dataset 

shows that ham and spam are the target labels for the dataset 

providing a binary dataset showing either benign email or 

malicious email. 

As the data used is in unstructured format of natural 

language cannot be processed by computing machines 

except it is converted to structured format reducing the data 

to the simplest smallest meaningful data. This achieved 

using natural language processing which goes through 

multiple stages of converting characters casing, stemming 

document, removal of numbers, stop words, punctuations 

and white spaces thereby increasing the number of features 

from one.  

 

 
 

Fig 5: Store Converted Data 

 

The processed dataset as corpus which is done on the 

messages. This is then converted to a document term matrix 

presenting the terms and the number of rows in the dataset. 

The report shows 6886 terms which is further reduced to 

1205 terms. 

The details of the converted dataset into smaller meaningful 

components. Fig 6 shows the words with less than 60 

frequency of usage. 

 

 
 

Fig 6: Frequency graph showing words and frequency of usage in 

the dataset 

 

In visualizing the processed data, a bar graph is used to 

present the word usage and frequency. Due to the high 

number of words in the dataset, the displayed words are 

limited to words with frequencies greater than 150 see 

Figure 5.6. At this point the data is ready and recombined 

with the labels. 

The dataset is then split into training and testing data using 

the ratio 75:25 for training and testing respectively. This is 

done by attaching a number to the data using 1 and 2. When 

the number is equal to 1 then training and if 2 then for 

testing. This is presented in Figure 5.7. The training results 

for naïve bayes is presented below. 

 

## Confusion Matrix and Statistics 

## 

## Reference 

## Prediction ham spam 

## ham 1182 1 

## spam 0 176 

## 

## Accuracy : 0.9993 

## 95% CI : (0.9959, 1) 

## No Information Rate : 0.8698 

## P-Value [Acc > NIR] : <2e-16 

## 

## Kappa : 0.9967 

## 

## Mcnemar’s Test P-Value : 1 

## 

## Sensitivity : 1.0000 

9 

## Specificity : 0.9944 

## Pos Pred Value : 0.9992 

## Neg Pred Value : 1.0000 

## Prevalence : 0.8698 

## Detection Rate : 0.8698 

## Detection Prevalence : 0.8705 

## Balanced Accuracy : 0.9972 

## ’Positive’ Class : ham 
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The evaluation of the Naive Bayes model is summarized 

through the Confusion Matrix and associated statistics. The 

matrix displays the predictions of the model against the 

actual classes, distinguishing between 'ham' and 'spam'. 

With a high accuracy of 99.93%, the model demonstrates 

strong performance. Sensitivity is perfect (1.0000), 

indicating the ability of the model to correctly identify all 

instances of the 'ham' class. Specificity, at 99.44%, 

highlights the proficiency of the model in recognizing 'spam' 

instances. The Positive Predictive Value (PPV) is 99.92%, 

underscoring the reliability of the model in predicting 'ham'. 

Kappa, a measure of agreement, is 0.9967, suggesting 

excellent concordance between predicted and actual classes. 

The balanced accuracy of 99.72% further reinforces the 

robustness of the solution. These results showcase the 

effectiveness of the Naive Bayes model, particularly in 

accurately identifying 'ham' messages, as denoted by the 

'Positive' class. 

 

 
 

Fig 7: Graphical Confusion Matrix for Naive Bayes 

 

Fig 7 further illustrates the results from the naïve bayes 

model showing the true positives and True Negatives match 

thereby reemphasizing the models accuracy in correctly 

identifying spam emails. The results show that 1182 ham 

emails were correctly matched and 176 correctly matched 

spam emails with only 1 false positive. Support Vector 

Machine is then used to train the model. 

The Support Vector Machines model with a linear kernel 

was applied to a dataset comprising 4213 samples and 1205 

predictors, classifying them into two categories: 'ham' and 

'spam'. A bootstrapped resampling approach with 25 

repetitions was employed. The summary of sample sizes 

indicates consistency across the resampling iterations. 

The resampling results reveal an accuracy of 97.29% and a 

Kappa coefficient of 0.8815. These metrics signify the 

ability of the model to correctly classify instances and the 

agreement with the actual classes. The tuning parameter 'C' 

was kept constant at a value of 1 during the modeling 

process.  

 

## Confusion Matrix and Statistics 

## 

## Reference 

## Prediction ham spam 

## ham 1154 24 

## spam 28 153 

## 

## Accuracy : 0.9617 

## 95% CI : (0.9501, 0.9713) 

## No Information Rate : 0.8698 

## P-Value [Acc > NIR] : <2e-16 

## 

## Kappa : 0.8327 

## 

## Mcnemar’s Test P-Value : 0.6774 

## 

## Sensitivity : 0.9763 

## Specificity : 0.8644 

## Pos Pred Value : 0.9796 

## Neg Pred Value : 0.8453 

## Prevalence : 0.8698 

## Detection Rate : 0.8492 

## Detection Prevalence : 0.8668 

## Balanced Accuracy : 0.9204 

## 

## ’Positive’ Class : ham 

 

On further evaluation as show above, the sensitivity of 

97.63% underscores the ability of the model to accurately 

identify 'ham' instances, while the specificity of 86.44% 

reflects its capability in recognizing 'spam' instances. The 

Positive Predictive Value (PPV) of 97.96% emphasizes the 

reliability of the model in predicting 'ham'. Despite the 

Mcnemar’s Test indicating no significant difference in 

errors between the model and the reference, these 

comprehensive statistics collectively highlight the 

effectiveness of the SVM model, particularly in classifying 

'ham' messages as indicated by the 'Positive' Class. 

 

 
 

Fig 8: Confusion Matrix for Support Vector Machine 

 

This matrix provides a detailed breakdown of the 

performance of the model. The correctly predicted 1154 

instances of 'ham' and 153 instances of 'spam'. However, 

there were 24 instances where 'ham' was predicted but the 

actual class was 'spam', and 28 instances where 'spam' was 

predicted but the actual class was 'ham'. Logistic Regression 

is finally used, however, it showed signs of great overfitting 

therefore it was not further evaluated. 

 

## Warning: glm.fit: algorithm did not converge 

## Warning: glm.fit: fitted probabilities numerically 0 or 

1 occurred 

summary(Logis_classifier) 

## 

## Call: 
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## glm(formula = Target ~., family = binomial, data = 

train_set) 

## 

## Deviance Residuals: 

## Min 1Q Median 3Q Max 

## -0.1495 0.0000 0.0000 0.0000 2.9999 

## 

## Coefficients: (13 not defined because of singularities) 

## Estimate Std. Error z value Pr(>|z|) 

## (Intercept) -4.489e+00 1.006e+00 -4.464 8.06e-06 

*** 

## abiolaYes 2.854e+01 8.696e+05 0.000 1.000 

## ablYes 1.208e+01 2.165e+05 0.000 1.000 

## abtYes -4.922e+01 3.963e+05 0.000 1.000 

## acceptYes 1.232e+02 1.931e+05 0.001 0.999 

 

These warnings above suggest potential issues with the 

logistic regression model fitting. The first warning about the 

algorithm not converging indicates that the optimization 

algorithm used to fit the logistic regression model did not 

reach a stable solution. This might be due to the nature of 

the data or the model being too complex. 

The second warning about fitted probabilities numerically 

being 0 or 1 indicates that the model is predicting 

probabilities of 0 or 1 for some instances, which could lead 

to numerical instability issues. 

The summary of the logistic regression model 

(Logis_classifier) provides information about the 

coefficients and their statistical significance. However, there 

are singularities present, as indicated by the message "13 not 

defined because of singularities". This could be related to 

overfitting or multicollinearity in the dataset. 

 
Table 1: Evaluation of Results 

 

S. No Author Accuracy Remark 

1 
Kumar and Sonowal 

(2020) 
81%-95% Used Multiple Algorithms 

2 
Naïve Bayes 

(Proposed Approach) 
99.93% 

Best Results Verified using 

other metrics 

3 
Support Vector 

Machine 
96.17 Commendable Results 

 

In Table 1, an evaluation of different approaches to 

mitigating email phishing is presented. Kumar and Sonowal 

(2020) [34] utilized multiple algorithms, achieving an 

accuracy ranging from 81% to 95%. The second entry 

represents the proposed approach using Naïve Bayes, 

demonstrating an impressive accuracy of 99.93%. Our 

approach yielded the best results, as verified through various 

metrics including sensitivity, specificity and confusion 

matrix. The third and fourth entries showcase the 

performance of Support Vector Machine and Logistic 

Regression, with accuracy rates of 96.17% and not 

applicable respectively. The Support Vector Machine 

approach is commended for its commendable results. 

However, Logistic Regression faced challenges, as it did not 

converge, indicating potential issues like gross overfitting. 

These findings highlight the effectiveness of the proposed 

Naïve Bayes approach in achieving superior accuracy in 

detecting email phishing attacks. Table 1 provides a concise 

overview of the comparative performance of these 

approaches, allowing for a quick assessment of their 

strengths and limitations this is also represented graphically 

in Fig 9. 

 
 

Fig 9: Bar Graph Showing Evaluation Results with Existing 

Research 

 

5. Conclusion 

In conclusion, this research has provided a comprehensive 

exploration of email phishing detection, evaluating various 

approaches and methodologies. Chapter 2 outlined the 

current landscape and related work, setting the stage for the 

subsequent analysis. The comparative evaluation of different 

phishing detection approaches as summarized in Table 1, 

showcases the superiority of the proposed Naïve Bayes 

approach, achieving an outstanding accuracy of 99.93%. 

The evaluation of project objectives affirms the successful 

completion of tasks such as dataset gathering, feature 

identification, and the implementation of machine learning 

algorithms. 

The functional requirements evaluation, illustrates the 

adherence of the project to essential criteria. Remarkable 

contributions to knowledge include the attainment of high 

accuracy in phishing detection, the effective use of Natural 

Language Processing for unstructured data, and the 

outperformance of existing research with a 99.93% accuracy 

using Naïve Bayes. This research significantly advances the 

understanding and application of email phishing detection, 

offering practical insights and innovative solutions to 

address contemporary challenges in cybersecurity. 
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