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Abstract

The study evaluated the relationship between cybercrimes 

and sustainable business growth of deposit money banks 

DMBs in Nigeria. Specifically, the study sought to: evaluate 

the relationship between Bank Verification Number (BVN) 

Scams and long-term survival of deposit money banks 

DMBs in Nigeria and ascertain the relationship between 

Cyber theft and increased market-share of deposit money 

banks DMBs in Nigeria. Study area was South East Nigeria. 

The research design of the study was descriptive survey 

design. The study used structured questionnaire to obtain 

data. The population of the study comprised of 5,450 

employee of deposit money banks in South East Nigeria 

(National Bureau of Statistics, 2023). The selected banks for 

the study were First Bank of Nigeria, Guaranty Trust Bank, 

Zenith Bank Nigeria and Access Bank Nigeria. The sample 

size of 362 respondents was drawn from population of the 

study using Freund and Williams sampling technique. The 

hypotheses stated were tested using single correlation 

analysis. The empirical result showed that Bank Verification 

Number (BVN) Scams has negative significant relationship 

with long-term survival of deposit money banks DMBs in 

Nigeria (r-statistic = -0.861; P-value 0.00 < Sig-value (0.05) 

and cyber theft has negative significant relationship with 

increased market-share of deposit money banks DMBs in 

Nigeria. The study recommended that management of 

Deposit money bank should regularly educate listed deposit 

money bank customers to shun fraudulent calls requesting 

for any sensitive information from them like their username, 

one-time password (OTP). 
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1. Introduction  

1.1 Background of the Study 

Cyber-crimes in the 21stCentury has emerged to be one of the most lethal revengeful weapons that any person can use to 

threaten or cheat someone. The active internet users as per the latest reports of January 2021, were around 4.66 billion and this 

growth has led to the increase in the chances of a user being trapped in this malicious method of crimes which has been in 

surge during the past few decades (Nurmatov & Abdullaev, 2021) [9]. Although it is understandable that computers have 

become an essential part of one's existence, they have also developed an environment conducive to cyber-crime. Cyber-crimes 

pose a major challenge in light of the fast-changing environment and the significant contribution of the IT industry (Mahesh & 

Priyanka, 2022) [8]. Cybercrime is typically carried out by offenders who have technological skills who can outstrip and think 

one step ahead of the law in order to gain access to computers and commit crimes. 

The ability of Nigerian banks to retain and satisfy their customers in the post-consolidation era led to investing in information 

technology infrastructure adoption of telecommunication and electronic networks, which has led to improved service delivery. 

The electronic banking system has become widely accepted and adopted by commercial banks in Nigeria. Introducing this 

electronic banking has improved banking efficiency in rendering services to customers. One of the main factors that have 

contributed to the growth of internet banking is the availability of better flexibility of banking services. Customers can conduct 

their various banking transactions regardless of their geographical locations with internet banks, mobile banking and 

automated teller machines. In 2021, Fadairo-Cokers and Ibrahim, (2021) [4], noted that the increasing number of e-commerce 

and e-banking, initiatives launched by financial institutions in the country are expected to help narrow the digital divide. 
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Cybercriminals are constantly taking advantage of holes in 

banks' technological infrastructure to carry out a variety of 

illegal actions as the digital world keeps changing. The 

banking industry's integrity, customer trust, and financial 

viability are all immediately at risk from these cyber threats. 

Numerous issues are involved in the situation, such as 

financial fraud, phishing attempts, disruptive malware 

occurrences, and unauthorized access to sensitive consumer 

information (Nzekwe, 2022) [10]. These cybercrimes 

undermine the vital component of confidence that supports 

the banking sector in addition to causing banks and their 

customers to suffer significant financial losses. 

The teaming youth in Nigeria are mostly unemployed after 

completing their basic education and hoping to get a decent 

job someday (Ukachi, 2024) [18]. Fadairo-Cokers and 

Ibrahim, (2021) [4] identified that youths are prone to 

consider internet fraud as a way of surviving in a harsh 

economy without considering its negative effect on listed 

deposit money banks and their customers in Nigeria. 

Furthermore, the situation is made worse by the dynamic 

and adaptable nature of cybercriminal methods, which 

makes it harder for banks to anticipate, identify, and stop 

these illegal operations. Due to the sneaky nature of cyber-

attacks, which endanger not only the financial security of 

individuals and organizations but also Nigeria's general 

economic stability, immediate action is required. 

A comprehensive strategy is needed to tackle this issue, 

integrating improved cyber security measures, legal 

frameworks, and public awareness campaigns to strengthen 

listed deposit money banks’ resistance to the ongoing 

assault of cybercrime. In order to lessen the impact of 

cybercrime on the country's banking industry, this study 

aims to explore the complexities of these issues and provide 

insights that can guide specific actions and regulations. 

 

1.2 Statement of the Problem 

Nigeria, like many other nations, has experienced a surge in 

cybercrime activities, with a notable impact on the banking 

sector. The introduction of electronic banking and the 

proliferation of online financial transactions, which was 

introduced in early 1980, have created new avenues for 

cybercriminals to exploit vulnerabilities (Rokibu, 2022) [16]. 

The history of cybercrime on listed deposit money banks in 

Nigeria is punctuated by incidents ranging from data 

breaches and phishing attacks to more complex financial 

fraud schemes. 

Despite the concerted efforts of regulatory bodies and 

deposit money banks to fortify cyber security measures, the 

threat landscape continues to evolve (Akintoye, Olubunmi, 

Modupe & Abimbola, 2022) [1]. Cybercriminals adapt their 

tactics, employing sophisticated methods to breach defenses 

and exploit weaknesses in the digital infrastructure of listed 

deposit money banks. The repercussions of these cyber-

attacks extend beyond immediate financial losses, 

encompassing damage to reputation, erosion of customer 

trust, and the potential destabilization of the broader 

financial ecosystem (Hossain, Shohag, Chandra & Dalia, 

2025) [5]. Cyber-crime causes massive monetary losses 

which are borne not only by customers but also by banks 

that affects a country's economy. When viruses are produced 

and spread on other devices, or when sensitive business 

information is posted on the Internet, non-monetary 

cybercrime exists. Phishing and pharming are the most 

popular examples. 

Cybercrime is any illegal activity aimed at using electronic 

operations to compromise the security of computer systems 

and the data they process (Hossain, Shohag, Chandra Nath 

& Dalia, 2025) [5]. It is becoming more common to listed 

deposit money banks in Nigeria. The financial industry is 

currently seeing the effects of this growing trend, with 

instances ranging from identity theft, phishing websites, and 

denial-of-service attacks to credit card fraud and automated 

teller machine scams. The problem that might be addressed 

in this study is that there have been security breaches inside 

the online banking system, which is causing a decrease in 

total clients as a result of cybercrime. The study needs to 

explore the different cyber-attack techniques that might help 

to reduce these cyber threats to the banking system. 

 

1.3 Objective of the Study 

The main objective of this study is to examine the effect of 

cybercrimes on sustainable business growth of deposit 

money banks DMBs in Nigeria. The specific objectives are 

to: 

1. Evaluate the relationship between Bank Verification 

Number (BVN) Scams and long-term survival of 

deposit money banks DMBs in Nigeria 

2. Ascertain the relationship between Cyber theft and 

increased market-share of deposit money banks DMBs 

in Nigeria. 

 

1.4 Research Questions 

The study aimed to answer the following questions 

3. What is the extent of relationship between Bank 

Verification Number (BVN) Scams and long-term 

survival of deposit money banks DMBs in Nigeria? 

i. What is the degree of relationship between Cyber 

theft and increased market-share of deposit money 

banks DMBs in Nigeria? 

 

1.5 Significance of the Study  

This would be beneficial and important to the following 

groups of individuals and groups namely: management of 

banking industry, banking customers and government 

agencies. 

The outcome of the study would be beneficial to 

management of banking industry. The prevention and 

detection of cybercrime threats will reduce banks’ 

vulnerability to losses from cybercrime, increase citizen 

confidence in them, and ensure smooth banking operations. 

It will also help the government reduce the amount of 

money spent on damages caused by cybercrime threats.  

The outcome of the study would be beneficial to banking 

customers about various strategies for preventing and 

detecting threats posed by cybercrimes in Nigerian deposit 

money banks and the presence of cooperative relationships 

between bank employee(s) and outside criminal(s) will 

surely add very current and robust value to the volume of 

quality literature on the subject matter. 

The outcome of the study would be beneficial to relevant 

government agencies in order to formulate more regulatory 

policies and strong cyber-crime laws, which will discourage 

perpetrators in committing more crimes. Besides, 

researchers and students in the relevant field. 
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2. Literature Review  

2.1 Conceptual Literature 

2.1.1 Cybercrime 

There is no universally accepted legal definition of 

cybercrime or computer crime. Generally, ‘cybercrime’ or 

‘computer crime’ are often used interchangeably to refer to 

instances where digital technologies are either the target of a 

malicious or unlawful activity or the instrument for 

facilitating a crime or malicious activity. Thus, ‘cybercrime’ 

(or computer crime) is used as an umbrella term to refer to 

all forms of crime perpetrated with the help of computer 

resources, regardless of whether the final target is a 

computer resource itself or not. Cybercrime has also been 

defined as “computer-mediated activities which are either 

illegal or considered illicit by certain parties and which can 

be conducted through global electronic networks”.  

Cybercrime is also defined as a crime in which a computer 

is the object of the crime or is used as a tool to commit an 

offense. Cybercriminals may use computer technology to 

access personal information, business trade secrets or use 

the internet for exploitative or malicious purposes 

(Faboyede, Ogunniyi, Atanda, Dahunsi & Balogun, 2024) 

[3]. Criminals can also use computers for communication and 

document or data storage. Criminals who perform these 

illegal activities are often referred to as hackers. Cybercrime 

may also be referred to as computer crime.  

Cyber-crime may also be referred to as any form of 

misconduct in cyber space. It is simply defined as the 

criminal use of the Internet. Cyber-crime is believed to have 

started in the 1960’s in the form of hacking. This was 

followed by privacy violations, telephone tapping, 

trespassing and distribution of illegal materials in the 1970s. 

The 1980s witnessed the introduction of viruses. The fast 

pace of development of ICT from the 1990s till today has 

added to the list of criminal exploits in cyber space. Today, 

the Internet is used for espionage and as a medium to 

commit terrorism and transnational crimes. With e-banking 

gaining ground in Nigeria, customers and online buyers are 

facing great risk of unknowingly passing on their 

information to fraudsters. "Hackers” get information of 

those who have made purchases through websites and then 

make fake cards, which they use with less detection. 

Kekii, (2023) [6] opined that cybercrime, also known as 

computer crime, encompasses a range of illegal activities 

conducted using computers or the internet. These activities 

often involve unauthorized access, manipulation, or theft of 

digital data, as well as the disruption of computer systems 

and online networks. Cybercrime can include a variety of 

offenses, such as fraud, identity theft, and the spread of 

malware.  

 

Types of Cybercrimes connected with Banking Sector 

Bank Verification Number (BVN) Scams: The BVN is a 

biometric identification system which consists of an 11-digit 

number that acts as a universal ID across all the banks in 

Nigeria. BVN was implemented in 2015 by the Central 

Bank of Nigeria. It was introduced to link various accounts 

to the owner thereby ensuring that fraudulent activities are 

minimized. For fraudsters, opportunities to extort money 

and to carry out other fraudulent activities arose from the 

implementation of the BVN (Olalekan, Rakiya & 

Ayanwuyi, 2024). It was detected that fake and 

unauthorized text messages and phone calls were sent to 

various users demanding for personal information such as 

their account details. In addition, phishing sites were created 

to acquire such information for insalubrious activities on the 

bank account.  

Phishing: Phishing is simply the theft of an identity. It 

involves stealing personal information from unsuspecting 

users and it is also an act of fraud against the authentic, 

authorized businesses and financial institutions that are 

victimized (Eze, 2021) [2]. Phishing scams are ubiquitous 

and are exponentially increasing. In Phishing email 

messages, the fraudsters find a way to convince and gain the 

trust of users. An instance of such mail is shown in the 

figure below showcasing a fraudster trying to build the trust 

of a client to convince them to give up personal banking 

information. In Nigeria, phishing mails are mostly carried 

out on bank customers.  

Theft of Bank Cards: The theft of bank cards has evolved 

from the physical theft of the card to simply the theft of the 

numbers. Today, bank card hackers do not need to be in the 

same country to steal other people’s identities. Fraudsters 

make use of hidden cameras to record ATM card pins and 

numbers in distinct places such as an eatery payment using 

Pos, or at the ATM. According to the Federal Bureau of 

Investigation (FBI), a method known as ATM skimming can 

be used and it involves placing an electronic device on an 

ATM that scoops information from a bank card’s magnetic 

strip whenever a customer uses the machine (FBI, 2011 

cited in Srijal & Batani, 2024 [17]). Also, another cybercrime 

carried out via this means in Nigeria includes internet order 

fraud. Internet order frauds involves fraudster inputting 

stolen cards numbers on online commercial sites to order 

goods. Credit card numbers or ATM numbers can be stolen 

by hackers when users type the credit card number into the 

Internet page of the seller for online transaction. Different 

applications can be used to retrieve the information such as 

key loggers at cybercafés or cloned websites.  

Cyber-theft/Banking Fraud: Hackers target the 

vulnerabilities in the security of various bank systems and 

transfer money from innumerable accounts to theirs. Most 

cybercriminals transfer bantam amounts like five naira 

which are sometimes overlooked by the user without 

questions raised by the users who assumes this was deducted 

for either SMS or ATM withdrawal charges. Doing this for 

over a million accounts enriches most fraudsters (Okonkwo, 

Emayomi & Akamike, 2023) [11].  

Cyber Terrorism  

According to Kuna and Willson, (2021) [7], cyber terrorism 

is said to have taken place when the effects of a widespread 

computer network attack is unpredictable and might cause 

enough economic disruption. Cyber terrorism is the use of 

cyber infrastructure to launder money for financing physical 

terrorism. Cyber terrorism may also be seen as any 

premeditated or politically motivated attack against 

information, computer systems, computer programs, and 

data which results in violence against non-combatant targets 

by sub-national groups.  

Electronic Spam Mails  

These are unsolicited bulk e-mail to multiple recipients. 

They can be commercial, political, or religious. While the 

most widely recognized form of spam is e-mail spam, the 

term is applied to similar abuses in other media such as; 

instant messaging spam, web search engines, and blogs. 

This type of attack is more difficult to control due to 

multiple source addresses and the bots which are 

programmed to send different messages to defeat spam 
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filters. “Spamming” is a variant of email bombing 

(Olalekan, Rakiya & Ayanwuyi, 2024). Here unsolicited 

bulk messages are sent to a large number of users, 

indiscriminately. Opening links given in spam mails may 

lead you to phishing web sites hosting malware. Spam mail 

may also have infected files as attachments.  

Cyber Stalking  

Cyber stalking is a new form of internet crime in our society 

when a person is pursued or followed online. A cyber stalker 

doesn’t physically follow his victim; he does it virtually by 

following his online activity to harvest information about 

the stalkee and harass him or her and make threats using 

verbal intimidation. It’s an invasion of one’s online privacy 

(Onah, Onodugo & Ugwu, 2023) [14]. Cyber stalkers harass 

their victims via email, web sites, discussion forums and 

open publishing web sites (e.g. blogs). The availability of 

free email/web site space and the anonymity provided by 

forums has contributed to the increase of cyber stalking 

incidents. Everyone has an online presence nowadays, and 

it’s really easy to do a Google search and get one’s name, 

alias, contact number and address, contributing to the 

menace, that is cyber stalking..  

Identity Theft and Credit Card Fraud  

Identity theft occurs when someone steals identity and 

pretends to be the owner to access resources such as credit 

cards, bank accounts and other benefits in the owner’s name. 

The imposter may also use card owner identity to commit 

other crimes. “Credit card fraud” is a wide ranging term for 

crimes involving identity theft where the criminal uses your 

credit card to fund his transactions. Credit card fraud is 

identity theft in its simplest form. The most common case of 

credit card fraud is pre-approved card falling into someone 

else’s hands.  

Web Jacking  

Web jacking derives its name from “hijacking”. Here, the 

hacker takes control of a web site fraudulently. The owner 

of the web site has no more control and the attacker may use 

the web site for his own selfish interests (Ribadu, 2020) [15]. 

The web jacking method attack may be used to create a 

clone of the web site, and present the victim with the new 

link saying that the site has moved. The name on the address 

bar will be slightly different from the original website that 

can trick the user into thinking it’s a legitimate site. The 

purpose of this attack is to try to harvest the credentials, 

usernames, passwords and account numbers of users by 

using a fake web page with a valid link which opens when 

the user is redirected to it after opening the legitimate site. 

 

2.1.2 Sustainable Business Growth  

Sustainable business growth refers to a company's ability to 

expand its operations and profitability over the long term 

while minimizing its negative impact on the environment 

and society. It involves balancing economic performance 

with environmental responsibility and social well-being, 

ensuring the business can thrive without compromising 

future generations.  

Okangi, (2019) defined financial growth is the ability of a 

business to earn continuous profit and sales revenue, 

maintain market share, maintain long-run survival and 

prevent competitors entry. Sustainable business growth is 

the goal of many entrepreneurs and companies, but 

achieving it can be challenging in a competitive and 

dynamic market. Sustainable growth means being able to 

grow business without compromising its stability, quality, or 

values. It also means being able to adapt to changing 

customer needs, environmental factors, and industry trends. 

Sustainable business growth goes beyond simply chasing 

quick profits; it focuses on building a business that can 

thrive in the long term. Akintoye, Olubunmi, Modupe and 

Abimbola, (2022) [1] opine that financial growth usually acts 

as the entrepreneur's reward for his/her investment. As a 

matter of fact, profit is the main motivator of an 

entrepreneur for doing business. Financial growth involves 

the capacity to make benefits from all business operations of 

an organisation, firm or company (Nurmatov & Abdullaev, 

2021) [9].  

Sustainable business growth is the increase in the value of 

an asset or business over a period of time. It is usually 

measured in terms of the appreciation of the asset, such as a 

stock or bond, or the increase in the value of a company, 

such as in terms of sales or profits. Financial growth is an 

important part of economic growth and is important for long 

term economic stability (Okonkwo, Emayomi & Akamike, 

2023) [11].  

 

2.2 Theoretical Literature 

2.2.1Theory of Planned Behaviour (TPB) 

The theory of planned behaviour (TPB) is an advancement 

of the theory of reasoned action (TRA) based on the 

limitations that were identified with respect to the behaviour 

of people studied. The theory of planned behaviour 

introduced a new element, known as the perceived 

behavioural control (PBC) (Hardin-Fanning & Ricks, 2017). 

Perceived behavioural control has to do with determining 

whether an individual possess the ability to behave in a 

certain way (Haythornthwaite & Wellman, 2008). The 

theory of planned behaviour is a model that forecasts an 

intentional behaviour because it is believed that behaviour 

may be planned or deliberates (Hughes, 2017). According to 

the model, the best predictor of behaviour is the behavioural 

intention. The elements that predict the behavioural 

intention of an individual are attitude, subjective norms and 

the perceived behavioural control. Furthermore, there are 

three beliefs that guide the behavioural intention of an 

individual, which include: behavioural beliefs, normative 

beliefs and control beliefs (Human Rights Watch, 2018). 

The behavioural beliefs have to do with the outcome of 

behaviour and the evaluation of behaviour. On the other 

hand, normative beliefs have to do with perceived 

behavioural expectations from important referral persons 

around the person, while control beliefs have to do with 

beliefs on certain factors present that can facilitate the 

performance of behaviour and the power behind these 

factors. 

 

2.3 Empirical Literature 

Hossain, Shohag, Chandra Nath and Dalia, (2025) [5] aimed 

to highlight the risks and types of cybercrime in the banking 

sector of Bangladesh and highlight the necessity of 

implementing strong cyber security protocols in banks by 

comparing the cyber security of public and private 

commercial banks. This study employed purposive snowball 

sampling and qualitative research methods to gather data 

from primary and secondary sources, including key 

informant interviews (KIIs) and case studies. Interviews 

were conducted with 28 top bank officials from various 

commercial banks. The study’s findings section covered the 

evolution of cybercrime in Bangladesh’s banking industry, 
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the frequency of cybercrime in various commercial banks, 

and the institutional weaknesses in the rigorous response to 

cybercrime. This study’s recommendations section offered 

several practical ways to combat cybercrimes and create a 

robust foundation for cyber-security. 

Kekii, (2023) [6] examined the relationship between 

cybercrime and economic sustainability of the financial 

institutions in Southeast, Nigeria. The specific objective of 

study were to examine the effect of bank verification 

number scam on the profitability of the financial institutions 

and to examine the effect of phishing on the customer base 

of the financial institutions in the South East. This study 

adopted survey research design. Frequency distribution table 

and simple percentages were used to analyze data for this 

study. Findings show that Bank Verification Number Scam 

negatively affects the profitability of the financial 

institutions in the Southeast, Nigeria (76.2%). This is 

because scammed customers are prone to closing their bank 

accounts consequent upon the loss, they incurred by means 

of cybercrime. Phishing negatively affects the customer base 

of the financial institutions in the Southeast, Nigeria. 

(76.2%). This is because loss to the financial institution’s 

customer is an indirect loss to the financial institution. The 

study recommended that financial institutions’ customers, 

on their part, should ensure proper security controls and 

make sure they install the latest security updates on their 

computer systems.  

Akintoye, Olubunmi, Modupe and Abimbola, (2022) [1] 

examined the impact of cybersecurity in driving the 

financial innovation of Deposit Money Banks in Nigeria. 

Specifically, the study sought to ascertain influence of risk 

management and bank monitoring on financial innovation of 

Deposit Money Banks in Nigeria. The study adopted a 

survey research design with primary data obtained via a 

structured questionnaire administered to a sample size of 

fifty-six (56) Deposit Money Banks Staff purposively 

selected. The sampled staffs were senior member staff of 

key impacted departments while the Banks selected 

accounted for 93% of total market capitalization as on 

December 31, 2021. The primary data collected were 

analyzed using descriptive and inferential statistics. The 

study found that cybersecurity proxied by risk management 

and bank monitoring had a statistically and positively 

significant impact on financial innovation of deposit money 

banks in Nigeria (Adj.R2= 0.447, F(2,55)=23.274, p< 0.05). 

It recommended that deposit money banks should ensure 

regular review, revision and strengthening of their risk 

management framework to meet with emerging challenges 

from the deployment of financial innovative products and 

services.  

Nzekwe, (2022) [10] examined cyber fraud, causes and its 

effect on money deposit banks (DMB) in Nigeria: a study of 

Zenith Bank. The main objective is to examine electronic 

frauds, causes and its challenges in the banking sector. The 

sample of 557 staff was adopted from 49 branches. The 

instrument of data collection was from structured 

questionnaire. Descriptive statistics and multiple regression 

were employed in the data analysis. Among the findings 

were accounting fraud by bank staff, identity theft, money 

laundering, phishing, pharming, computer virus, lack of 

oversight function, lack of standards, financial loss, absence 

of national central control, lack of credible infrastructure, 

porous internet, lack of national functional database, and 

inadequate awareness by bank customers were the 

challenges militating the effort towards curbing the cyber 

fraud in the banking system in Nigeria. The findings also 

revealed that cybercrime reduced productivity; vulnerability 

of banks Information and Communication Technology 

(ICT) systems and security audit. The study recommends 

adequate antivirus and antimalware software technology and 

the use of multi-factor authentication, use of biometrics, 

automatic logout are the solutions identified to curb 

cybercrimes in banks. The study recommended that Zenith 

Bank should employ stringent measures to monitor staff 

activities especially in the confidentiality of customer 

information. 

Fadairo-Cokers and Ibrahim (2021) [4] examined the impact 

of cybercrimes on selected Deposit Money Banks (DMBs) 

in the Federal Capital Territory (FCT). The study used 

structured questionnaires and the population of the study is 

the staff and management of the selected Deposit Money 

Banks (DMBs) in the Federal Capital Territory (FCT). The 

data analytical technique was descriptive analysis. The study 

revealed that cybercrimes have a negative impact on online 

banking transactions and Automated Teller Machine (ATM) 

usage by bank customers in Federal Capital Territory (FCT). 

The study also found that there is a high level of banking 

cybercrime activities in the (FCT), banks online protocols 

against banking cybercrime activities in (FCT) is adequate, 

fight against banking cybercrimes in the FCT by the related 

agencies is below expectation, poor financial literacy and 

low knowledge of internet operation are the major causes of 

banking cybercrimes and the awareness creation on banking 

cybercrimes by all the related agencies are adequate. 

Therefore, the study recommended that there should be 

more awareness creation on banking cybercrimes by all the 

related agencies to reduce the rate of online banking 

transactions and Automated Teller Machine (ATM) 

cybercrimes in the Federal Capital Territory (FCT).  

2.4 Literature Gaps 

There exist research gap between this study and past 

researches. The research gap covers subject gap, gap on 

geographical location of the study, gap on the variables and 

contents of the study, gap on literature and gap on 

methodology. 

Subject gap: The subject matter of this work and some 

reviewed empirical studies has some differences. There are 

limited studies that examine the effect of cybercrimes 

techniques on sustainable business growth of deposit money 

banks DMBs in Nigeria. The study is geared to bridge the 

time gap in literature. 

Gap on geographical location of the study: This work 

covers deposit money banks DMBs in Nigeria and 

specifically deposit money banks DMBs that operate in 

South East. None of the past studies used the First Bank of 

Nigeria, Guaranty Trust Bank, Zenith Bank Nigeria and 

Access Bank Nigeria as mentioned and most of the past 

studies were done outside South East Nigeria. 

Gap on the variables and contents of the study: The 

variables used in this study includes Bank Verification 

Number (BVN) Scams and Cyber theft (for independent 

variable) and long-term survival and increase market share 

are proxies for sustainable business growth (for dependent 

variable) were not used by past researches. 

Gap on methodology: The data analytical techniques used 

in this work in some ways differ from what was employed 

from past researches. The data analytical technique of the 

study was single correlation analysis. The statistical 

http://www.multiresearchjournal.com/


International Journal of Advanced Multidisciplinary Research and Studies   www.multiresearchjournal.com 

86 

technique was chosen because of its basic properties of best 

Linear, unbiased and efficient (BLUE) estimators. It is best 

for impact analysis. 

 

3. Methodology 

Study area was South East Nigeria. The research design of 

the study was descriptive survey design. The study used 

structured questionnaire to obtain data. The choice of 

location was based on proximity, effective coverage and 

cost minimization. The population of the study comprised of 

5,450 employee of deposit money banks in South East 

Nigeria (National Bureau of Statistics, 2023). The selected 

banks for the study were First Bank of Nigeria, Guaranty 

Trust Bank, Zenith Bank Nigeria and Access Bank Nigeria. 

The sample size of 362 respondents was drawn from 

population of the study using Freund and Williams sampling 

technique. Research questions were answered using 

frequency, mean and standard deviation. The hypotheses 

stated were tested using single correlation analysis. 

 

3.1 Data Presentation and Analysis 

 
Table 1: Comprehensive Demographic distribution of the Respondents 

 

Title Frequency Percentage 

Questionnaire Distributed 362 100% 

Returned Questionnaire 358 98% 

Not Returned Questionnaire 04 02% 

Gender   

Female 

Male 

213 

145 

59.5% 

40.5% 

Age Bracket 

20-30 Years 

31-40 Years 

41-50 Years 

51Years – above 

153 

111 

66 

28 

42.7% 

31.0% 

18.4% 

7.8% 

Marital Status 

Married 

Single 

Widow/widower 

Divorce 

223 

125 

7 

3 

62.3% 

34.9% 

1.9% 

0.8% 

Educational Qualification 

HND/B.sc 

MBA/M.sc 

Ph.D 

230 

125 

3 

64.2% 

34.9% 

1.10% 

Sources: Field Survey, 2025 

 

Three hundred and sixty two (362) copies of questionnaire 

were designed and distributed to the respondents. Out of the 

362 Questionnaires distributed, 358 (98%) were completed 

and returned while 4 (02%) were not returned. Therefore, 98 

percent respondents were a good representation. The table 

showed the respondents profile in frequency and percentage 

distribution of gender, age bracket, marital status and 

educational qualification. 

 

3.2 Data Analysis 

Question One: What is the extent of relationship between 

Bank Verification Number (BVN) Scams and long-term 

survival of deposit money banks DMBs in Nigeria? 

 
Table 2: Responses of respondents on what is the extent of relationship between Bank Verification Number (BVN) Scams and long-term 

survival of deposit money banks DMBs in Nigeria 
 

S. No Question Items VGE (5) GE (4) ME (3) LE (2) VLE (1) Total Mean SD 

1 
BVN scams erode public trust in the financial system and can 

discourage people from engaging with financial institutions. 

900 

180 

50% 

400 

100 

30% 

144 

48 

13% 

46 

23 

6% 

7 

7 

1% 

1497 

358 

100% 

4.18 0.0030 

2 
BVN fraud may be placed on a watch list by the Central Bank 

of Nigeria (CBN), restricting their access to financial services. 

630 

126 

35% 

632 

158 

44% 

192 

64 

18% 

40 

20 

5% 

10 

10 

2% 

1504 

358 

100% 

4.20 0.0030 

3 
BVNs can be used to apply for loans fraudulently, impacting 

the victim's credit score and financial standing. 

1000 

200 

59% 

404 

101 

28% 

135 

45 

13% 

18 

9 

2% 

3 

3 

0.8% 

1560 

358 

100% 

4.36 0.0033 

4 

BVNs scams facilitate SIM swap fraud and take control of a 

victim's phone number to intercept one-time passwords and 

other security codes. 

950 

190 

53% 

444 

111 

31% 

105 

35 

9% 

24 

12 

3% 

10 

10 

2% 

1533 

358 

100% 

4.28 0.0032 

 Grand Mean       4.255 0.0031 
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This table showed the opinion of respondents on what is the 

extent of relationship between Bank Verification Number 

(BVN) Scams and long-term survival of deposit money 

banks DMBs in Nigeria. The respondents are in agreement 

with all the items. The research items 1,2,3,4, have mean 

score of above 4.0 point respectively and it was rated great 

extent by respondents. Thereby study revealed that Bank 

Verification Number (BVN) Scams has significant 

relationship with long-term survival of deposit money banks 

DMBs in Nigeria since BVN scams erode public trust in the 

financial system and can discourage people from engaging 

with financial institutions (Grand-mean 4.255 was greater 

than the cutoff point 3.00).  

Question Two: What is the degree of relationship between 

Cyber theft and increased market-share of deposit money 

banks DMBs in Nigeria? 

 
Table 3: Responses of respondents on what is the degree of relationship between Cyber theft and increased market-share of deposit money 

banks DMBs in Nigeria 
 

S. No Question Items VGE (5) GE (4) ME (3) LE (2) VLE (1) Total Mean SD 

1 

The cybercrime involves stealing personal information from 

unsuspecting users for the purpose of tricking money out of victims 

thereby reduces customers’ bank deposit. 

630 

126 

35% 

632 

158 

44% 

192 

64 

18% 

40 

20 

5% 

10 

10 

2% 

1504 

358 

100% 

4.20 0.0030 

2 
Cyber theft use identity theft to execute clearing fraud, opening fraud 

and counterfeit securities in DMBs 

580 

116 

32% 

632 

158 

44% 

222 

74 

21% 

26 

13 

3% 

17 

17 

2% 

1477 

358 

100% 

4.13 0.0029 

3 

Cyber theft negate trust building in client in order to convince them to 

give up personal banking information to siphon money from 

scammer. 

900 

180 

50% 

400 

100 

30% 

144 

48 

13% 

46 

23 

6% 

7 

7 

1% 

1497 

358 

100% 

4.18 0.0030 

4 
The cybercrime use identity theft to perpetuate money transfer fraud, 

forged cheques and execute cheque kitting in DMBs 

985 

197 

55% 

416 

104 

29% 

111 

37 

10% 

24 

12 

3% 

8 

8 

2% 

1544 

358 

100% 

4.31 0.0032 

 Grand Mean       4.205 0.0030 

 

This table showed the opinion of respondents on what is the 

degree of relationship between cyber theft and increased 

market-share of deposit money banks DMBs in Nigeria. The 

respondents are in agreement with all the items. The 

research items 1,2,3,4, have mean score of above 4.0 point 

respectively and it was rated great extent by respondents. 

Thereby study revealed that cyber theft has significant 

relationship with increased market-share of deposit money 

banks DMBs in Nigeria since cybercrime use identity theft 

to perpetuate money transfer fraud, forged cheques and 

execute cheque kitting in DMBs (Grand-mean 4.205 was 

greater than the cutoff point 3.00). 

 

3.3 Test of Hypotheses 

3.3.1 Test of Hypothesis One 

 

H1 = Bank Verification Number (BVN) Scams has no 

significant relationship with long-term survival of 

deposit money banks DMBs in Nigeria? 

 
Correlations 

 

Bank 

Verification 

Number Scams 

Long-run 

survival 

of DMBs 

Bank Verification 

Number Scams 

Pro-activeness 

Pearson Correlation 1 -.861** 

Sig. (2-tailed)  .000 

N 358 358 

Long-run survival 

of DMBs 

Pearson Correlation -.861** 1 

Sig. (2-tailed) .000  

N 358 358 

**. Correlation is significant at the 0.01 level (2-tailed). 

 

In testing this hypothesis, Bank Verification Number (BVN) 

Scams was tested relationship with long-run survival of 

deposit money banks DMBs in Nigeria. The result of the 

Pearson product correlation analysis showed the model to 

evaluate the relationship between Bank Verification Number 

(BVN) Scams and long-term survival of deposit money 

banks DMBs in Nigeria. The empirical result showed that 

the Pearson product moment correlation analysis (r) was -

0.861. The strength of relationship between the two 

variables was high. However, we rejected the null 

hypothesis and concluded that pro-activeness has negative 

significant relationship with long-run survival of Small and 

Medium Enterprise South-East in Nigeria (r-statistic = -

0.861; P-value 0.00 < Sig-value (0.05). 

 

3.3.2 Test of Hypothesis Two 

 

H2 = Cyber theft has no significant relationship with 

increased market-share of deposit money banks DMBs 

in Nigeria. 

 
Correlations 

 
Cyber 

theft 

Increased market-

share of DMBs 

Cyber theft 

Pearson Correlation 1 -.780** 

Sig. (2-tailed)  .000 

N 358 358 

Increased market-

share of DMBs 

Pearson Correlation -.780** 1 

Sig. (2-tailed) .000  

N 358 358 

**. Correlation is significant at the 0.01 level (2-tailed). 

 

In testing this hypothesis, cyber theft was tested relationship 

with increased market-share of deposit money banks DMBs 

in Nigeria. The result of the Pearson product correlation 

analysis showed the model to ascertain the relationship 

between cyber theft and increased market-share of deposit 

money banks DMBs in Nigeria. The empirical result showed 

that the Pearson product moment correlation analysis (r) was 

0.780. The strength of relationship between the two 

variables was high. However, we rejected the null 

hypothesis and concluded that cyber theft has negative 

significant relationship with increased market-share of 

deposit money banks DMBs in Nigeria (r-statistic = -0.780; 

P-value 0.00 < Sig-value (0.05). 
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3.3 Discussion of the Findings 

3.3.1 Relationship between Bank Verification Number 

(BVN) Scams and long-term survival of deposit money 

banks DMBs in Nigeria 

The findings of the study revealed that Bank Verification 

Number (BVN) Scams has negative significant relationship 

with long-term survival of deposit money banks DMBs in 

Nigeria since BVN scams erode public trust in the financial 

system and can discourage people from engaging with 

financial institutions (r-statistic = -0.861; P-value 0.00 < 

Sig-value (0.05). 

The outcome of the study was in line with the study of 

Hossain, Shohag, Chandra Nath and Dalia, (2025) [5] that 

aimed to highlight the risks and types of cybercrime in the 

banking sector of Bangladesh and highlight the necessity of 

implementing strong cyber security protocols in banks by 

comparing the cyber security of public and private 

commercial banks. This study employed purposive snowball 

sampling and qualitative research methods to gather data 

from primary and secondary sources, including key 

informant interviews (KIIs) and case studies. Interviews 

were conducted with 28 top bank officials from various 

commercial banks. The study’s findings section covered the 

evolution of cybercrime in Bangladesh’s banking industry, 

the frequency of cybercrime in various commercial banks, 

and the institutional weaknesses in the rigorous response to 

cybercrime.  

3.3.2 Relationship between Cyber theft and increased 

market-share of deposit money banks DMBs in Nigeria. 

The findings of the study revealed that cyber theft has 

negative significant relationship with increased market-share 

of deposit money banks DMBs in Nigeria since cybercrime 

use identity theft to perpetuate money transfer fraud, forged 

cheques and execute cheque kitting in DMBs (r-statistic = -

0.780; P-value 0.00 < Sig-value (0.05). 

The outcome of the study was in line with the study of 

Akintoye, Olubunmi, Modupe and Abimbola, (2022) [1] that 

examined the impact of cybersecurity in driving the 

financial innovation of Deposit Money Banks in Nigeria. 

Specifically, the study sought to ascertain influence of risk 

management and bank monitoring on financial innovation of 

Deposit Money Banks in Nigeria. The study adopted a 

survey research design with primary data obtained via a 

structured questionnaire administered to a sample size of 

fifty-six (56) Deposit Money Banks Staff purposively 

selected. The primary data collected were analyzed using 

descriptive and inferential statistics. The study found that 

cyber-security proxied by risk management and bank 

monitoring had a statistically and positively significant 

impact on financial innovation of deposit money banks in 

Nigeria (Adj.R2= 0.447, F(2,55)=23.274, p< 0.05). 

 

4. Findings, Conclusion and Recommendations 

4.1 Summary of Findings 

The following are the major findings of the study:  

1. The study revealed that Bank Verification Number 

(BVN) Scams has negative significant relationship with 

long-term survival of deposit money banks DMBs in 

Nigeria since BVN scams erode public trust in the 

financial system and can discourage people from 

engaging with financial institutions (r-statistic = -0.861; 

P-value 0.00 < Sig-value (0.05). 

2.  The study revealed that cyber theft has negative 

significant relationship with increased market-share of 

deposit money banks DMBs in Nigeria since 

cybercrime use identity theft to perpetuate money 

transfer fraud, forged cheques and execute cheque 

kitting in DMBs (r-statistic = -0.780; P-value 0.00 < 

Sig-value (0.05). 

  

4.2 Conclusion 

The study concluded that cybercrime has negative 

significant effect on sustainable business growth of deposit 

money banks DMBs in Nigeria. It was discovered that 

Nigerian banks lack internal control and proper monitoring, 

making them vulnerable to cyber fraud criminals. In terms 

of the impact of cyber fraud in Nigeria, it was discovered 

that cyber fraud has wrecked several individuals' businesses 

in Nigeria. Aside from the issue of individuals, cyber fraud 

has harmed Nigeria's image around the world.  

BVN scams erode public trust in the financial system and 

can discourage people from engaging with financial 

institutions. BVN fraud may be placed on a watch list by the 

Central Bank of Nigeria (CBN), restricting their access to 

financial services. BVNs can be used to apply for loans 

fraudulently, impacting the victim's credit score and 

financial standing. BVNs scams facilitate SIM swap fraud 

and take control of a victim's phone number to intercept 

one-time passwords and other security codes. 

The cybercrime involves stealing personal information from 

unsuspecting users for the purpose of tricking money out of 

victims thereby reduces customers’ bank deposit. Cyber 

theft negate trust building in client in order to convince them 

to give up personal banking information to siphon money 

from scammer. The cybercrime use identity theft to 

perpetuate money transfer fraud, forged cheques and 

execute cheque kitting in DMBs.  

 

4.3 Recommendations 

Based on the study's findings, the following 

recommendations were made to address the threat of cyber 

fraud in Nigeria's banking system: 

1. Management of Deposit money bank should regularly 

educate listed deposit money bank customers to shun 

fraudulent calls requesting for any sensitive information 

from them like their username, one-time password 

(OTP). Customers are expected to have a good 

relationship with their bank account managers and get 

in touch with them regularly to avoid being scammed. 

2. Management of Deposit money bank should employ 

stringent measures to monitor staff activities especially 

in the confidentiality of customer information, cyber 

security audit should be done on regular basis, 

sensitization of bank customers, and multifactor 

authentication, biometrics and automatic log out, and 

strong firewall should be adopted by Zenith Bank.  
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