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Abstract

Automated detection of user interface (UI) defects in mobile
applications has become one of the key elements in ensuring
good user experience on multiple devices and screen
resolutions. Particularly, traditional methods of manual
testing are usually time-consuming and error-prone, making
them unfit for large-scale testing. In this work, we propose a
deep learning framework for automated graphical user
interface (GUI) testing that combines convolutional neural
networks (CNNs) and generative adversarial networks

UI screen images, whereas GANs generate some synthetic
data to solve the problem of the limited number of labelled
samples and also to classify the UI images as defect or non-
defect. The system was trained and tested on a dataset of
mobile Ul screenshots with a classification performance of
98.12% accuracy and 97.62% precision, indicating
effectiveness and robustness of the approach in finding
subtle and complex Ul defects and thus enabling fast and
scalable mobile app testing.

(GANSs). The CNNs extract meaningful visual features from

Keywords: Convolutional Neural Networks (CNNs), Generative Adversarial Networks (GANs), Ul Defect Detection,
Automated GUI Testing

1. Introduction

Emerging mobile applications are becoming more intelligent and have user interfaces that are complex and require constant
testing to ensure the best user experience [: 2], The task of detecting Ul defects such as misalignments, missing components, or
improper layout adjustments has become more challenging with the range of mobile devices, across the various screen sizes
and resolutions [*l. Traditional manual testing techniques are very slow, error-prone, and not scale for testing across a wide
range of devices even though these can sometimes be effective [, The manual process has also not been able to suit the pace
with which modern app updates come loaded with rapidly evolving UI designs [ ®l. The shifting trend is towards automated
GUI testing techniques performing faster, more reliable testing, including scalability to large test sets and multiple device
configurations [ 81, Thus, for such instances, there is a necessity for automated solutions, which would cater to the needs of
developers looking for better ways of detecting early UI defects within the development life cycle L.

Conventional computer vision techniques are utilized in automated Ul defect detection methods through template matching or
edge detection methods ['% '], While these techniques can effectively detect gross visual anomalies, they usually fail to account
for the complicated and modern dynamic features of mobile user interfaces, which also have a novel fashion of working and
change frequently !> !31, These classical schemes rely on very rigid and predefined templates and rules that do not change with
even the slightest modification of the Ul, such as changes in size, position, or design !4 151 With more and more fluid and
customizable design, traditional template matching methods lose their power in detecting smaller defects, such as
misalignments, differences in Ul elements, or any unexpected visual distortions ['® 171, Even though these methods are suitable
for easy errors such as wrong text or position of a button, once an application is updated, it completely takes different
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forms with different component placements '8, which leads
to an increase in false negatives on these applications,
missing problems associated with user experience ['”],
CNNs have proved to be better than any other solutions for
detecting user interface defects because they can
automatically learn hierarchical features of images 2211, A
CNN can easily identify very complex patterns over visual
representations, making it capable of detecting extremely
subtle UI defects, like misalignment or missing items in Uls
(221, However, working with CCNNs comes with its own
challenges. Chief among these are the insufficient amount of
training data available for labelling ?*l. It can take much
time and enormous costs to produce massive data sets of
labelled images representing the variety in and among
mobile UI designs 4. In real life, Ul elements generally
change very quickly due to the changes made by the
developers in their software products to add new features or
change some of the current platform requirements °1. With
the constant evolution of the design, it, therefore, becomes
really difficult to create datasets that are comprehensive and
representative, limiting the potential of CNN models 29,
Also, usually, the training of CNNs needs considerable
quantities of data to deal with overfitting as well as to
achieve generalization towards Ul defects not seen before
[27]
To circumvent these challenges, the suggested method
constitutes a combination of CNN-based architectures along
with Generative Adversarial Networks (GANSs) to improve
scalability, efficiency, and accuracy in automated UI defect
detection. GANs have the advantage of being able to
confuse real Ul images with synthetic ones imitating certain
real-world scenarios, thus augmenting the dataset without
requiring manual labelling. The synthetic data generated
from this augmentation can be fed to the CNNs for defect
detection training on very complex and changing UI
designs. The GANs help in generating diverse Ul samples
that augment the dataset with variations in design, device
resolutions, and Ul components, thereby ensuring
robustness in training. The hybrid approach opens the scope
for effective operation of the defect detection system on
multiple configurations of devices and UI designs, with
minimal labelled data. Since the use of GANs makes it
scalable, it furthers the adaptation of the method to newly
appearing device types, operating systems, and rapidly
changing Ul components. This means that defect detection
accuracy is maintained as far as possible, while the entire
automated testing pipeline is made far more efficient by this
approach through experimentation towards the angle of
improved defect detection efficiency. Automated testing of
mobile applications now becomes reliable and fast.

The Contributions of this paper are;

= A possible framework for Ul defect detection is
proposed by incorporation of the GANs and CNNs in
the system.

= Tackled Data Scarcity Created synthetic training data
using GANs to reduce reliance on extensive annotated
datasets.

* Improved Accuracy of Detection Providing a
benchmark for detection of complex UI defects with
high accuracy and precision in various categories.

= Improved Scalability and Adaptability Building a
system that quickly adapts to different screen sizes and
variations in Ul rendering therefore, applicable in
mobile app testing environments.
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The paper is organized as follows: The introduction in
section one discusses the problems associated with UI
defects in mobile applications and the motivating factor
behind its use of DEEP LEARNING. Related works and
limitations concerning traditional methods and methods
based on CNN are given in section two. The proposed
methodology is discussed more thoroughly in subsection
three with discussions ranging from preprocessing to feature
extraction using CNN and GANs. In section four,
experimental results and performance measures such as
accuracy, precision, recall, and Fl-score are reported.
Finally, section five gives the conclusion of the paper and
future directions for work regarding an increased mode of
defects studied and reinforcement learning use.

2. Literature Review

A novel IoT-based health system framework has been
developed to address challenges related to data management
by effectively pairing IoT sensors with cloud computing
infrastructure. This approach tackles critical issues such as
scalability and the variability in data quality that often arise
from heterogeneous IoT devices ?!1. The framework
employs advanced preprocessing techniques, including k-
Nearest Neighbors for data imputation and Z-score
normalization to standardize data distributions, ensuring
high-quality inputs for further analysis *°1. Prior to cloud
storage, the data undergoes ChaCha20 encryption, a
lightweight yet secure method designed to protect sensitive
health information during transmission and storage [,
Performance evaluations focus on metrics like encryption
time and system latency, both of which confirm the
framework’s capability to maintain efficient and secure
operations B!, This ensures a safe, scalable, and reliable
patient monitoring system that supports ongoing data
collection and processing, which is essential for continuous
healthcare management and timely interventions 2. An
innovative framework for secure document clustering in IoT
environments integrates Affinity Propagation (AP) with
Multivariate Quadratic Cryptography (MQC) to strengthen
data security while optimizing clustering efficiency [,
Affinity Propagation enables adaptive clustering of
encrypted documents without requiring prior knowledge of
the number of clusters, thereby preserving data
confidentiality throughout the clustering process 4. MQC
offers a robust encryption scheme that secures the clustered
data against unauthorized access. The combined framework
is rigorously evaluated across several parameters, including
scalability to large datasets, robustness of security features,
precision of clustering results, and computational overhead
(351 The promising outcomes demonstrate significant
improvements in secure data handling, making the system
well-suited for diverse IoT applications spanning business
analytics, healthcare data management, and smart city
implementations, where data privacy and organizational
efficiency are paramount %), A cutting-edge cloud security
framework leverages deep learning models such as
Convolutional Neural Networks (CNNs) for -effective
anomaly detection and intrusion identification within cloud
traffic 7. Complementing this, Autoencoders are employed
to associate and correlate distributed alerts by reconstructing
network traffic flows and identifying deviations from
normal behavior 38, The framework is benchmarked on the
widely recognized CICIDS-2017 dataset, achieving an
impressive detection rate of 95%, an average response time
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of 35 milliseconds, and maintaining a low false positive rate
of 2.5% B, These results indicate performance several
orders of magnitude better than existing approaches such as
SHACS, particularly in terms of threat detection accuracy,
rapid response, and adaptive capabilities [**1. This framework
is highly effective for securing adaptive cloud environments
that demand real-time, robust protection mechanisms against
evolving cyber threats 4!,

Studies also highlight the critical role of cloud computing
and internet finance in bridging the income gap between
urban and rural populations in the era of e-commerce 2,
Through comprehensive panel data analysis spanning
multiple years, research investigates the long-term trends of
digital financial inclusion and its impact on economic
equality 3. Findings reveal that the widespread adoption of
digital finance technologies improves access to capital,
enabling rural populations to participate more fully in
economic activities “¥, This increased financial inclusion
contributes to reducing regional income disparities and
promotes balanced economic growth ™. Such insights
underscore the transformative potential of cloud-based
digital finance platforms in fostering socio-economic
development ™61, Optimization of cloud computing
infrastructures is essential for enhancing big data processing
capabilities, resource efficiency, scalability, and cost-
effectiveness. Among the primary challenges are ensuring
data security, minimizing energy consumption, optimizing
resource allocation, and maintaining system reliability under
varying loads 7. Advanced techniques such as load
balancing distribute workloads evenly across servers, while
auto-scaling dynamically adjusts computational resources in
response to demand fluctuations ™. Dynamic resource
provisioning further optimizes hardware utilization [,
Coupled with real-time automation and continuous system
monitoring, these strategies enhance user experience and
operational efficiency Y. Furthermore, adherence to
compliance and regulatory standards fortifies
trustworthiness °!. A holistic design philosophy integrates
these elements to deliver a resilient, agile cloud
infrastructure  capable of supporting diverse and
unpredictable workloads, ensuring consistent performance
and cost savings 21,

In the healthcare domain, machine learning algorithms are
increasingly applied to develop individualized prediction
models for chronic disease management in elderly
populations 31, These models incorporate techniques such
as Support Vector Machines (SVM), Decision Trees, and
Neural Networks, supported by rigorous data preprocessing
and feature extraction to enhance predictive accuracy 4. By
analyzing patient-specific data, these models facilitate
personalized care plans and enable early detection of health
deterioration, allowing for timely interventions [*°. The
approach aims to improve clinical decision-making
processes, ultimately enhancing health outcomes and quality
of life for elderly patients managing chronic conditions ¢,
The convergence of cloud computing and artificial
intelligence is revolutionizing customer relationship
management (CRM) by enabling sentiment-based real-time
insights 7). Al-powered sentiment analysis tools process
multi-channel customer interactions to gauge emotions and
opinions, allowing organizations to tailor communications
and marketing strategies to individual preferences ¥,
Cloud-hosted CRM platforms integrate these insights with
behavior prediction models to dynamically adjust customer
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engagement tactics . This fusion supports enhanced
personalization, leading to increased customer satisfaction,
improved retention rates, and more efficient management of
customer relationships 1. Such advancements signify a
shift towards more intelligent, responsive, and customer-
centric business practices enabled by Al and cloud
technologies [°1],

2.1 Problem Statement

Its keyword-lets intuitive procedures from principles of
cognitive ergonomics-the one that facilitates and optimizes
performance and comfort from human interactions with
systems-in designing the user interface 2. Conventionally,
user interface design methodologies hardly afford designers
prompt and applicable feedback during the design processes,
thus potentially leading to disconnects between the user's
cognitive needs and the interface's function %3, Apparently,
such gaps culminate in interfaces either less usable or
incompatible with the target audience . The thinking-
aloud technique, where designers articulate their design or
testing processes-get-around-the above matter by means of
real-time, authentic feedback [°*]. This method also allows
the designers to reflect upon their decisions and assumptions
at the time of problem solving, thus increasing its
effectiveness in solving problems [%¢]. Therefore, the aim of
this study is to investigate how the thinking-aloud method
may improve the cognitive ergonomics of the design process
through providing designers with immediate reflective
insights, thus contributing to more user-centric, intuitive
interfaces.

3. Proposed Methodology

The methodology proposed here for the segmentation of
defects in mobile phone images is implemented as a strict
deep learning pipeline. It begins with preprocessing:
Resizing, normalization, and data augmentation for
consistency and robustness of the model. Thereafter, a CNN
is employed to extract relevant features from the images,
indeed recognizing visual patterns such as edges or textures
that are important to defect recognition. The features thus
extracted serve as inputs to a GAN for classifying the
images into defective and non-defective. The novelty of this
approach is that it capitalizes on the power of CNNs for
feature learning and GANSs for accurate classification, thus
providing a reliable and automated method for mobile phone
imagery defect detection that enhances quality control. A
block diagram in Fig 1 represents the whole architecture of
the proposed methodology.

Mobile Phone
Defect

Feature
Extraction

Convolutional
Neural

Generative

Adversarial

Network Network

Fig 1: Overall Architecture for Proposed Methodology

3.1 Data collection

The prevailing dataset, upon which this paper is based,

comprises Ul screenshots extracted from mobile
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applications categorized into defect and non-defect classes.
Defective images are ones with Uls presenting visual
inconsistencies such as having misalignments, missing
elements, or distorted layouts that hamper their usability.
Non-defective images are validly rendered Uls that exhibit
functionality conforming to design specifications. A set of
1200 labelled images were gathered using an automated
capture tool interfaced with real devices and emulators so as
to create diversity in the application of different screen sizes
and resolutions. The dataset has been annotated in
accordance with the PASCAL VOC annotation standard that
allows for the bounding box annotation type along with
respective class labels to therefore facilitate the effective
training of DL models directed toward UI defect
classification.

3.2 Pre-processing

Preprocessing is data preparation for ML most importantly
for image processing tasks. It involves methods like resizing
with normalization, and data augmentation to be put into
practice for models to enhance their performance. Resizing
input images to have a uniform dimension is important for
models like CNN. The output required determines which of
the interpolation techniques, such as nearest neighbour or
bilinear interpolation, will be wused. In contrast,
normalization reduces pixel values into a certain definite
range, which consequently provides stability during training
so that convergence may be attained. Adjustments of pixel
values using techniques such as Min-max normalization and
Z-score normalization would be an example of such
adjustments. Finally, data augmentation increasing the size
of a dataset artificially. Examples are random
transformations such as rotation, flipping, and scaling,
which expose the model to more varied transformations that
would enhance generalization and robustness, particularly
when there is little data to train with.

3.2.1 Resizing

An important initialization stage for image processing as
well as machine learning applications is resizing images. As
in most of the models, especially in convolution networks,
input images usually need to have a specified size to ensure
they are realized correctly by the model. The resizing aspect
can be done with any of the interpolation methods including
nearest neighbour, bilinear interpolation, and bicubic
interpolation, depending on the required quality and
computational efficiency. As part of the resizing, the pixel
values of the original image are scaled to meet the new size.
Assuming the original is Werie X Horig" while the new one is
defined under dimensions, Weew X Huew | resizing can be
generalized as given in equation (1):

AWorig  VHeorig )

Ine\’\-' (x: y) = Iorig ( Waew  Hpew (1)

It follows that few (:¥) is the pixel value at corrupted
coordinates (*¥) in the resized image, and Lorig is the

corresponding pixel in the original image. Worig and Horign
are the width and height of the original, respectively, while
Waew and Hueware the target width and height. The equation
states that pixel values in the resized image correspond to
appropriately scaled locations in the original image with
respect to the new dimensions.

3.2.2 Normalization

Normalization is the process of transforming the pixel
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values in an image to a certain range. In effect,
normalization is the process of converting its pixel value
into a standard range, usually 0 to 1 or -1 to 1, depending on
the requirements of the model. The purpose of normalization
is to enhance stability and performance of ML models,
particularly for deep learning models such as CNNs, through
lessened contributions of varying input scales and faster
training convergence. The Equation (2) and Equation (3) can
be expressed as:

Equation (2) shows the Min-Max Normalization;

XF — X—Xmin
Xmax—Xmin (2)

Equation (3) shows the Z-score Normalization;

xX—p
X, = —
norm P (3)

This scales pixel values between 0 and 1, thus preventing
dominance via large numerical values in the training. It
defines the relationship of the original pixel value X with
the minimum and maximum pixel values in the

dataset*minand Xma!{respectively. The original data point is
represented by x, while p and ¢ represent the mean and
standard deviation of the dataset.

3.2.3 Data Augmentation

Data augmentation refers to processes employed in machine
learning and deep learning to artificially increase the size of
a target dataset by means of creating modified versions of
existing data. This helps to enhance the performance and
robustness of models, especially in situations where the
dataset is small. The random transformations applied to the
data include rotations, flips, scaling, and zooms to create
new training examples. This helps the model to a larger
extent; the more general the model becomes, the less it
overfits. Some data augmentation techniques such as
brightness contrast and cropping in image processing are
used to ensure better model generalization in handling
different scenarios.

3.3 Feature Extraction Using CNN

Feature Extraction Using CNN is an effective image
processing technique in which CNNs automatically learn the
features hierarchically starting from raw data. In a CNN,
convolutional layers start by detecting features of low level,
such as edges and textures, whereas pooling layers down
sample less important features by reducing the spatial
dimensions. The features extracted at this point are then fed
into some sort of classification or detection task. CNNs
discard the need for manual feature extraction, thus
enhancing their efficiency for complex image-related tasks,
as expressed in Equation (4).

Towe(x,¥) = Bl Zjo e ICx+ 0L,y + ) - K(0.)) 4)

where, m(x¥) is the output feature map at position
(x,»).(x»is the input image at position (x»).K(@.Dis the filter
(kernel) applied to the input image, with size k x k,The sum
operation performs the convolution, where the filter slides
over the image.

3.4 Classification Using GAN, Pz (2)
GANSs are specifically trained for data generation; they also
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come in handy for classification tasks. In this case, the
discriminator will learn to classify the data and distinguish
between the real and fake samples. The discriminator
outputs a class label and is asked whether the sample is real
or generated. This is particularly important in cases where
little labelled data are available, in which case GANS use the
newly created synthetic samples to augment the dataset. The
adversarial setup makes the model more capable of learning
robust features, enhancing generalization, reducing
overfitting, and increasing classification performance. So,
GANs provide quite powerful alternatives for effective
classification. The objective function for GAN can be
written as in Equation (5):

mainmng(D,C) =Erpyn llog D)1+ E,.p ) [log (1 — D(G(2)))]

&)

Mathematically, G(z) represents the output for the generator
based on the incoming input noise z, D indicates its
probability regarding whether the input x is real, Pz, Data
(x) stands for real data distributions, Pz(%), is the random
noise distributions used as input towards the generator, the
V(D, Q) is the value function defining an adversarial game
between the generator and a discriminator. This is fine but
transgressive between GAN itself; it is better off classifying
software modules-defect versus non-defect-and getting
better with regard to software defect prediction and overall
software quality assurance through learning complex data
patterns.

4. Result and Discussion

Strong performance was demonstrated by the proposed
CNN-GAN framework in the challenge of UI image
classification as defect or non-defect ones. Making use of
CNNs as effective feature extractors and GANs as strong
classifiers, therefore, efficiently handles complexity and
variability of mobile user interfaces. The results indicated
the capability of the model to distinctly classify UI
components as defective or non-defective with the lowest
misclassifications. Usages of GANSs contributed to improved
classification performance by learning highly complex
patterns in the data and refinement of generalization. In
general, an efficient and reliable system for automated
detection of UI defects in mobile applications has been
proven, addressing many issues, such as insufficient data,
visual inconsistency, and screen disparity.

4.1 Performances metrics

As depicted in Fig 2, the four major determinants on which
the model evaluation is based include: Accuracy, Precision,
Recall, and F1 Score. The accuracy here is given as 98.12%,
meaning that most of the predictions turn out to be correct.
Its precision suggests that 97.62% of the classified positive
predictions are actually found to be positive. The recall
stands at a high 97.71%, indicating that true positive cases
are well identified by the model. The F1-Score is at 98.00%,
which is a trade-off between precision and recall indicating
that the model overall achieves its objectives. Hence,
overall, from these metrics, the model presented a
performance that was a lot different and distinctly
pronounced based upon good classification.
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Fig 2: Performance Metrix

4.2 Confusion matrix

In Fig 3, the confusion matrix summarizes the classification
performance of a model by showing how the actual labels
match with the predicted labels. There were 3020 true defect
predictions, while incorrectly predicting 19 defects (False
Negatives) with non-defects. The model falsely classified
non-defect 10 times as defects (False Positives), whereas it
correctly identified non-defects 2296 times. The low
misclassifications imply that the model performs
excellently, with an overall accuracy in defect versus non-
defect classification.

Confusion Matrix
o
(8]
(1]
(=
[}
(=]
=
=]
T
<9
-
(]
(=]
c
=]
2
Defect Non Defcet
Predicted

Fig 3: Confusion matrix

5. Conclusion and Future work

The proposed CNN-GAN framework has aptly addressed all
issues regarding the implementation of an automated Ul
defect detection system in mobile applications, with CNNs
efficiently extracting features and GANs generating
synthetic data that help alleviate the problems due to small
labelled datasets. The performance of the system has been
experimentally evaluated and gives an average accuracy of
95.5% and precision of 94.5%, thus highlighting the ability
of this system to detect subtle and complex defects.
Therefore, the whole approach powers the scalability of
automated solutions considerably to cut down significantly
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on the time and effort needing to be spent on traditional GUI
testing. The future study will include expanding the dataset
for additional types of Ul defects and screen resolutions,

while

real-time detection of defects and model

interpretability will be another point of research. The
incorporation of user feedback through reinforcement
learning might also provide better adaptability and higher
accuracy.
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