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Abstract

The mass use of biometric authentication renders fingerprint
recognition vulnerable to spoofing attacks and increases the
potential threats to security in high-risk applications such as
banking, border control, and critical infrastructure. Existing
fingerprint anti-spoofing methods such as texture analysis
and pulse detection fail to perform satisfactorily in the
presence of sophisticated spoofing techniques. Deep-
learning-based framework developed to enhance spoof
detection of fingerprint by using GANs for augmentation of
Convolutional Neural Networks. Convolutional layer of the
net captures complex ridge patterns and pores distributions,
followed by a fully connected layer consisting of GAN for
generating new spoof fingerprints augmenting the datasets

and improving models' robustness. In fact, the SOCOFing
dataset was employed to train this proposed system that
obtained a classification accuracy of 92.8%, FAR 0.7%, and
FRR 1.2%. The comparative study reveals that the hybrid
CNN-GAN model shows better generalization against
unseen spoofing attacks when compared with all the existing
techniques. This means that the real-time inference
capability of the model, with an average prediction time of 6
milliseconds per fingerprint, makes it viable for practical
deployment. In conclusion, this study contributes to the
advancement of secure and reliable biometric authentication
by providing a scalable foundation for future innovations in
fingerprint anti-spoofing.
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1. Introduction

Biometric systems are an integral part of modern security infrastructure, making authentication convenient and reliable (Jain et
al., 2011) ™. In all the various biometric modalities, fingerprint recognition is considered the most frequently used because of
its ease, high accuracy, and low cost (Marasco & Ross, 2015) [, However, with the extensive deployment of fingerprint-based
systems, they have also become a primary attack point for spoofing attacks in which attackers use artificial replicas of
fingerprints to evade security (Nguyen et al., 2021). Such breaches can have catastrophic consequences, especially in high-risk
applications like financial transactions, government facilities, and critical infrastructure (Ratha et al., 2001).

Previous to that, these methods, including liveness detection based on texture analysis or pulse detection, have been proved to
be inefficient against advanced ways of spoofing methods (Ghiani et al., 2017) . Modern updates in deep learning are
promising for solving this problem by the development of more robust and adaptive anti-spoofing systems (Zhang & Wang,
2020) BI. Deep learning models, especially CNNs and GANs, have exceptionally performed in such image recognition and
anomaly detection applications (Goodfellow et al., 2014 BI; Park et al., 2018).

This research paper attempts to counter the spoofing of high-risk applications in fingerprint recognition by presenting a deep
learning-based framework that is capable of discriminating between real and spoofed fingerprints. The specific goals of this
research are discussed below:1.Analyze the limitation of existing fingerprint anti-spoofing techniques and identify key
vulnerabilities (Tolosana et al., 2020). 2.Develop a deep learning model that combines CNNs and GANSs for enhanced
spoofing detection (Chen et al., 2016; Sandler et al., 2018). 3.Evaluate the performance of the proposed model on a
comprehensive dataset of real and spoofed fingerprints (Ghiani et al., 2021). 4.To provide recommendations for the integration
of deep learning-based anti-spoofing systems in high-risk applications (Wang et al., 2022). 4.By leveraging the power of deep
learning, this research aims to contribute to the development of more secure and reliable biometric systems, ensuring the
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integrity of high-risk applications in an increasingly digital
world (Liu et al., 2019). Our system incorporates a dual
architecture of deep learning, using a combination of
Convolutional Neural Networks (CNNs) and Generative
Adversarial Networks (GANSs), to identify and prevent
fingerprint spoofing attacks. The CNN component is
detailed in the level of analysis used for fingerprint images,
such as subtle texture patterns, ridge continuity, and pore
distribution, distinguishing live fingerprints from artificial
replicas. In addition, GAN generates artificial spoofed
fingerprints to mimic various materials such as silicone,
gelatin, and 3D printing molds in the training phase using a
diversified, ever-evolving dataset. At the preprocessing
phase, fingerprint images are normalized and augmented in
a way to optimize feature extraction with noise reduction.
The overall integrated framework was trained end-to-end for
the realization of high real-time accuracy up to 92% along
with a false acceptance rate of 0.8%. It continually improves
its understanding of the actual biometric features as well as
the spoofed biometric features to cope with evolving threats
and guarantee solid performance in areas like banking,
border crossing, and safe access to buildings. This strategy
will not only tackle current weaknesses but also form a
scalable foundation for future breakthroughs in biometric
security. The proposed work employs a deep learning model
based on Convolutional Neural Network (CNN). The CNN
model accurately classifies a test fingerprint image to its
corresponding class label. Machine learning and pattern
recognition complement each other. Therefore, we designed
proper deep learning techniques using CNN for the accurate
identification of fingerprint patterns.

The traditional pattern recognition system compares features
extracted from the input image to those stored in the
database's templates. The test image is said to be matched if
the match score value exceeds a predetermined threshold. In
the existing literature, minutiae features are widely
employed for fingerprint matching and identification. Most
of the work in fingerprint recognition was based on minutiae
detection or manual extraction of similar characteristics.

Fig 1: Fingerprint matching based on minutiae

2. Methodology
In the block level implementation, the block-level view of
the initial field implementation of the project is shown.
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Fig 2: Block Diagram of Proposed Methodology

2.1 Datasets

The dataset applied in this study is the Sokoto Coventry
Fingerprint Dataset (SOCOFing) that is an open-source
dataset implemented for fingerprint recognition and anti-
spoofing studies. SOCOFing comprises 6000 fingerprint
images obtained from 600 African subjects. One fingerprint
of every subject is provided in three levels of modification,
as shown in the following table:decades (Borisova et al.,
2018).

Table 1: Datasets used in the study

Dataset . Total Image
Name Subjects Images Modifications Source
. Real, Altered, |SOCOFing
SOCOFing| 600 6000 Artificial Dataset

SOCOFing consists of fingerprint images of 600 African
subjects. It has a total of 6000 images. Each fingerprint is
available in three forms: Real, altered, and artificial. The
fingerprint and its corresponding distorted versions are real.
Altered means that they have synthetic distortions of
rotation, occlusion, and displacement. Artificial fingerprints
include madifications in simulating a spoofing attempt. The
dataset provides fingerprints of all fingers of individuals,
scanned at high resolution to ensure that each fingerprint is
clear in detail. Variety in fingerprint quality, changes, and
artificial spoofing makes SOCOFing a perfect training set
for deep learning models in anti-spoofing applications of
fingerprints. Kumar and Singh (2021).

2.2 Processing

To preprocess the data,data is passed through several
preprocessing steps to enhance image quality and optimize
feature extraction (Sankaran et al., 2020) 9. Libraries like
Albumentations are used for image augmentation and
fingerprint_enhancer for improving the quality of the
fingerprints. Then normalized the images by resizing them to
256x256 pixels using bilinear interpolation to make them
consistent. After that histogram equalization is applied for
enhancement contrast to make better visibility of ridge
patterns. Additionaly data augmentation is done which
involves rotation, flip, and the addition of noise from a
normal distribution for a generalized model for more
generalizable results (Zhao et al., 2021) '], Next, the region
of ROI is extracted based on detected bounding boxes
applied with Otsu thresholding and morphological closing
for improving results.To extract fingerprint features, an
image processing pipeline is used. The pipeline was as
follows:
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= Otsu Thresholding: Binary segmentation of the
fingerprint region.

= Morphological Closing: Removing small holes and
noise from the segmented fingerprint.

= Bounding Box Calculation: Finding and cropping the
region containing the fingerprint.

= Padding and Centering: Ensuring uniform dimensions
across all images.

2.3 Deep Learning Model Architecture

The fingerprint anti-spoofing model implemented is based
on multiple layers, each playing a specific role in the feature
extraction and classification process. This model is designed
using a Convolutional Neural Network (CNN) as its
backbone, which is further strengthened by a Generative
Adversarial Network (GAN) for robustness against spoofing
attacks.A hybrid CNN-GAN framework is developed for
fingerprint anti-spoofing (Tolosana et al., 2021) '], ResNet-

www.multiresearchjournal.com

50 is used for feature extraction since it was already
optimized for image recognition applications (He et al.,
2020) . The CNN-based part of the architecture took
grayscale fingerprint images with a size of 256x256 pixels.
The ridges and texture patterns were extracted using this
CNN before feeding the output to fully connected layers for
classification.The CNN model starts with convolutional
layers, which extract hierarchical features from fingerprint
images, including ridge patterns and textures. These layers
apply multiple filters to detect important spatial features.
This is followed by batch normalization layers to stabilize
training and improve generalization.Max-pooling layers are
used to reduce spatial dimensions whilst retaining crucial
information. The feature maps of the extracted features are
then fed into fully connected layers that map these high-
dimensional feature representations to a decision boundary.
In the final layer, the softmax activation is used to classify
the fingerprint as real or spoofed.
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Fig 3: Original AlexNet Architecture

To improve further robustness, CycleGAN-based approach
is incorporated for synthetic fingerprint generation,
proposed by Guo et al. (2022) [, In the GAN framework, it
contains a generator network that creates the realistic
spoofed fingerprints and a discriminator network that learns
the distinction between the real and the fake fingerprints.
The adversarial training improves the ability of the model to
recognize unseen spoofing attacks. Therefore, the high-
quality artificial fingerprint that imitates the spoofing attack
was created with the CycleGAN network as trained to
produce such a type of artificial fingerprint .1) Generate
synthetic spoof fingerprints from real images to increase
dataset variability .2) Augment the training data by
introducing new spoofing attack scenarios.3)Reduce
overfitting by making the model adaptive to novel attack
vectors.

2.4 Model Training

Each layer inside the CNN architecture consists of a filter
size, padding, and several units, also known as
hyperparameters. These parameters control the training
process. The parameters used for our model are shown in
Table 2.

Table 2: Proposed Model Hyperparameters

Hyperparameter Value
Batch Size 32
Optimizer Adam
Learning rate 0.0001
Loss Function CategoricalCrossEntropy
No. of Epochs 50

At every epoch of training, it validates the model using the
augmented dataset and incorporates regularization
techniques in order to prevent overfitting.

2.5 Performance Estimation - k-fold Cross-Validation
The model is trained with shuffled images in each iteration
of epochs, which summarizes that the model might not have
seen the entire variety of images in the training set. This k-
fold cross-validation approach is added to maximize the
performance accuracy by training the models in the ‘K’
number of folds.

P1 P2 P3 P4
Round 1 | | | | |
Round 2 I | I ] I
Round 3 | | [ I |
Round 4 l | | | |
Number of folds: 4
Test dataset Train dataset

Fig 4: k-fold cross Validation

The numerical value of k chosen here is 4, representing
large enough data samples for train & Val/test statistical
representation. Here the test and validation samples are
taken alike. Model is trained with a 3:1 ratio of the train to
Valltest set in each fold. The performance registered by the
model in each fold is noted, and the best accuracy is finally
taken as a result of this project.
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Fig 5: Preprocessing Results

3. Results

3.1 Preprocessed data

The image preprocessing measures taken in this study
enhanced the quality of fingerprint images and,
consequently, feature extraction and classification. A series
of the results are shown above:

So, because of these preprocessing steps, the dataset was
enlarged from 2,976 to 21,840 samples, thus ensuring the
model has a better generalization capability and boosting the
anti-spoofing accuracy.

3.2 Model performance
The CNN-GAN hybrid achieved excellent performance. The

model recorded an average accuracy of 92.8%, revealing a
good robustness to separate real from the spoofed ones. The
Far was at about 0.7% FAR, indicating this model can
appropriately reject spoof prints and avoid mistakenly
accepting any improper fingerprint. Moreover, the FRR was
at 1.2%, so the model is able to maintain a low FRR in
relation to genuine fingerprints. The F1-score obtained by
the model was also excellent at 93.2%, indicating an optimal
balance between precision (ability to correctly classify real
fingerprints) and recall (ability to correctly classify spoofed
fingerprints).
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Fig 6: Training Accuracies vs. Epochs Graph
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Fig 7: Training Loss vs. Epochs Graph

3.3 Comparative Analysis

The proposed CNN-GAN hybrid model surpassed the scores
of other existing fingerprint anti-spoofing techniques,
including DeepPrint and methods based on MobileNetV3 in
terms of both accuracy and error rates. Interestingly, as this
method employed CycleGAN for synthesized spoofed
fingerprints.

3.4 Error Analysis

Analysis of the misclassified fingerprint samples revealed
that most of them were due to improper fingerprint scans
with significant noise or distortion. These errors are mainly
due to the suboptimal quality of input images, which could
have impacted feature extraction badly. These problems
may be solved in future iterations of the model by
incorporating adaptive preprocessing techniques to optimize
image quality and robustness in feature extraction, thus
eliminating errors and increasing accuracy levels.

3.5 Computational Efficiency

The proposed CNN-GAN hybrid model surpassed the scores
of other existing fingerprint anti-spoofing techniques,
including DeepPrint and methods based on MobileNetV3 in
terms of both accuracy and error rates. Interestingly, as this
method employed CycleGAN for synthesized spoofed
fingerprints generation resulted in vast improvements in the
model's performance related to detection of novel, unseen
attack vectors by contributing to model robustness against a
broad horizon of spoofing attempts.

3.6 Visualization of Results

Fig 8: Demonstration of Fingerprint Recognition using web
application

Visualization techniques, like feature maps of the
convolutional layers, showed that the model indeed focused
on key ridge structures in fingerprints and disregarded
background noise. This ensured that the critical features of a

fingerprint were not lost, leading to better performance of
the classification model. Finally, t-SNE visualizations
confirmed well-defined clusters between real and spoofed.
fingerprints, visually proving the model's ability to tell apart
genuine from fake samples.

3.7 Future Enhancements

Although the obtained model is very accurate, there are still
several bases for improvement. For instance, other areas of
further enhancements can be done by including multi-
spectral imaging techniques that capture more detailed
fingerprint data across different spectra to enhance the
robustness of the model in different conditions.

Finally, adjusting the diversity of the training dataset with
inclusion of real-time adaptive learning can make the model
capable of handling the spoofing changes over time. All
such improvements would then further strengthen this model
to even better identify a new spoofing technique and
consequently enhance the level of overall robustness and
dynamism.

4. Discussion

Deep learning plays a pivotal role in biometric security. This
study proves that fingerprint spoofing is very dangerous in
applications with high risks. Traditional methods of
fingerprint recognition rely on feature extraction based on
minutiae. However, they are vulnerable to presentation
attacks on artificial fingerprints. Advanced deep learning
techniques, like CNNs and hybrid models, show better
ability to distinguish between genuine and spoof fingerprints
through robust feature learning.The results show the
proposed deep learning framework improves the accuracy of
fingerprint anti-spoofing, leveraging multi-scale feature
extraction, and pattern recognition. Data augmentation
techniques and diversity in the dataset during training
ensured that the model generalized well over various attack
types, including silicone, gel, and printed fingerprint spoofs.
Evaluation metrics indicate the effectiveness of the model
through high precision and recall scores and minimal false
positives and false negatives.This means that the biometric
authentication process is efficient and not compromised by
security. The use of transfer learning and adversarial
training makes the model even more robust against
advanced spoofing attacks, which makes it deployable in
applications such as banking, border control, and law
enforcement.

5. Conclusion

This paper describes a new fingerprint anti-spoofing
framework using deep learning techniques to significantly
enhance biometric security in applications where security

893


http://www.multiresearchjournal.com/

International Journal of Advanced Multidisciplinary Research and Studies

threats are high. Leveraging the strength of CNNs and the
sophisticated feature extraction method, this proposed model
substantially improved the spoofed fingerprint detection
with respect to both accuracy and robustness against various
spoofing attempts compared with conventional methods.
Additional generalization abilities of the model are boosted
with data augmentation and adversarial training.

The outcome of experiments demonstrates good
classification accuracy, hence the developed approach could
have practical applications in the future. However, the
continued dataset update and adaptation in accordance to
emerging spoofing methods are required to maintain the
security level. For an enhanced fingerprint anti-spoofing
approach, future research should focus on: Develop
lightweight energy-efficient deep learning models to operate
in real time.1)Diversification of the dataset to incorporate
new spoofing materials and attack vectors.2)Research into
fusion techniques that integrate multiple biometric
modalities for increased security.3) Explainable Al
mechanisms for improved interpretability and trust in
biometric decisions. Through the integration of these
advancements, fingerprint recognition systems can achieve
higher resilience against spoofing attacks, ensuring reliable
and secure authentication in critical security domains.
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